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Tabnuua nameHeHUM

Bepcus N3meHeHne

1.0 JIOKyMeHT co3/1aH




TepMuUHbI 1 onpeneneHuns

EIII'Y

®enepanbHas TocyAapcTBeHHAs! HHPOPMAIIMOHHAs CUCTEMa
«EmHBII TOPTa rOCYAapCTBEHHBIX M MyHHUIIIAIBHBIX YCIIYT

(bynKumit)»

ECHA

®enepanbHas TocyAapcTBeHHAs! HHPOPMAIIMOHHAs CUCTeMa
«EnuHas cucreMa UIeHTH(OUKAINN U ayTeHTU(QHUKAIINH B
nH(ppacTpyKType, odecreunBaroneil HHGpopMaImoHHO-
TEXHOJIOTHYECKOE B3aUMO/IeHCTBHE HH(OPMAIIMOHHBIX CHCTEM,
UCTOJIB3YEMBIX JUISI IPEIOCTABICHUS TOCY1aPCTBEHHBIX U

MYHHIIUTIATEHBIX YCIIYT B 3JIEKTPOHHOH (popme»

ECHCH

denepanbHas TOCyAapcTBeHHAS HHPOPMAITMOHHAS CHCTEMA

«Ennnas cucteMa HOpMaTHBHO-CIIPABOYHOM MH(OpMAIn»

NnCcrviy

®enepanbHas TocyAapcTBeHHAs HHPOPMAIIMOHHAs CUCTEMa
«HdpopmanmoHHas cucTeMa roJJOBHOTO YI0CTOBEPSIIOIIETO

IEHTpa»

CM5B

®enepanbHas TocyAapcTBeHHAs! HHPOPMAIIMOHHAS CUCTeMa
«EnnHas cucreMa MeXBeI0MCTBEHHOTO AJIEKTPOHHOTO

B3aMOJICUCTBUS»

ATMUHUCTpATOP TTPOPHUIIS
OlB

YnonnoMmoueHHoe jpompkHoctHoe Jsmno  OMIB,  kortopoe

sBisieTcsT mojibzoBareiseM ECHA u oOnamaeT MOJTHOMOUYUSIMU

o BeseHuto npoduist OVIB 8 ECUA.

ncC NudopmannonHas cucreMa
uT WNudopmaninoHHbIe TEXHOIOTHH
OoNnB Opran UCIOJIHUTEIBHON BIACTH

Oprassl U opraHu3arn

®enepalibHble OpraHbl HCIOJHUTENBHOMN BIACTH, OPTaHbl
rOCy/1IapCTBEHHBIX BHEOIOKETHBIX (JOH]IOB, OPTraHbI
UCIIOTHUTENIbHOU BilacTu cyObekToB Poccuiickoit denepanuu,
OpraHbl MECTHOT'O CaMOYIIPaBJIEHHUs, TOCYIapPCTBEHHbBIE 1
MYHHIIUTIATBHBIC YUPEXKICHUSI, MHOTO(YHKITHOHATBEHEIE
LEHTPHI, a TAK)KE UHBIE OpraHU3alNY B CIIydasiX,
MPelyCMOTPEHHBIX (pe/lepaTbHBIMU 3aKOHAMHU, aKTaMHU
ITpe3nnenta Poccuiickoit denepaiiuy u akTaMu

ITpaBuTenscTBa Poccuiickoit @enepanun




JloIKHOCTHBIE JTHIa

dOusnyeckue Jiana, COCTOANMUEC B TPYAOBBIX OTHOIICHUAX C
OopraHaMy U OpraHu3alusaIMu, U Y4aCTBYIOIIIHUC B

[PeI0CTABJICHIH TOCYIaPCTBEHHBIX U (MJIH) MYHHUITUITATBHBIX

yCIIyT

3agaBUTEIND

duznyecKkoe UK IOPUINUECKOE JINIO, oOpalaroeecs 3a
MOJIyYCHHUEM TOCYAapCTBEHHBIX M (WJIM) MYHHIIATIATBHBIX

yCIIyT B OpraHbl ¥ OpraHu3aiuu

TTone3oBarens ECUA

JIro6oii YeroBeK, IMEFOIIHMA JOCTYIT K HHPOPMAITHOHHO-
TEJIEKOMMYHHUKAIIMOHHOU ceTu «HTepHeT» 1
3apeructpupoBannbiii B ECUA. ITlons3oBatenem ECUA moxet

CTaTh JIFOOOH 3aIBUTEID.

Omneparop ECUA

MHUHHUCTEPCTBO CBSI3M U MACCOBBIX KOMMYHHUKAIUH
Poccwuiickoit ®enepanuu (B coorBercTBrHE ¢ [locTaHOBICHHEM
[IpaButenbcrBa Poccuiickoit deneparuu ot 28.11.201T. No
977 <O denepanbHOI TOCYIaPCTBEHHON HHPOPMAITHOHHON
cucreMme «EnuHas cucteMa UICHTA(DUKAIIAN |
ayTeHTH(UKanuu B HH}PpacTpykType, odecneunBaromien
UH(POPMAIMOHHO-TEXHOJIOTHYECKOE B3aMOIeHCTBIE
UH()OPMAIIMOHHBIX CUCTEM, UCTIONIB3YEMBIX JUIS
IPEOCTABICHHSI TOCYIaPCTBEHHBIX M MYHUIIUIAIBHBIX YCIIYT B

ANIEKTPOHHOU PopMme»)

Omnepatop NUC

['paxnanuH UM OpraHu3aniys, OCyIeCTBIISIONINE

JIeSITeTTHHOCTB T10 SKCIUTyaTaluy HH)OPMAITMOHHON CHCTEMBI

Permament

PernameHT B3auMoIeiCTBUSI yYaCTHUKOB HH(POPMAITHOHHOTO
B3aUMOJICHCTBHSI, OTIEPaTOpa STUHON CHCTEMBI
UICHTH()UKAIIIN B ayTeHTH()HUKAITIK | oTlepaTopa
UHPPACTPYKTYPhI 3JIEKTPOHHOTO NMPABUTEIHCTBA IIPH
opranu3aiuy uH(YOPMAIIMOHHO-TEXHOIOTUYECKOTO
B3aUMOIeHCTBHSI HUHPOPMAIIMOHHBIX CHCTEM C
UCIIOJIb30BAHUEM SIMHON CUCTEMBI HICHTU(HKAIIUN U

ayTeHTU(UKAIHH

Tlonoxenue

[Tonoxenue o GpenepaabHON roCyAapCTBEHHOM
uHpOpMaAIIMOHHOW cucTeMe «EIMHAsT CHCTeMa HICHTU(DUKAIIUT

1 ayTeHTU(UKAIMA B HHPPACTPYKTYpe, oOecreunBaromeit




UH(POPMAIMOHHO-TEXHOJIOTHYECKOE B3aMOIeHCTBIE
MH(POPMAIIMOHHBIX CHCTEM, UCTIOIB3YEMBIX JIJIs
IPEOCTaBIECHHSI TOCYIaPCTBEHHBIX M MYHUIINIAIBHBIX YCIIYT B
SIIEKTPOHHON GopMe», YTBEP)KAEHHOE TPHKA30M
MuHHcTepCTBa CBSI3M U MAacCOBBIX KOMMYHHUKanui Poccuiickoit
®enepanun ot 13.04.2012. Ne 107 GapeructprpoBaH B
Munrocte Poccun 26.04.201 2101 Ne 23952)




BBenoeHue

Ha3HayeHue foOKyMeHTa

[{enu co3nanust TOKyMeHTA:

Pa3nsicnenne 6a30BbIX crieHapueB ucnoib3oBanuss ECHUA:

— Unentudukamus wu ayTeHTHQUKAIMS 3asBUTENEdl TpH JOCTyNe K MOpTaiaM
TOCYJApPCTBEHHBIX ¥ MYHHUIMIIAIBHBIX YCIYT W TpoYuM pecypcam HHTepHeT
(cm. pazmen 2.2).

— ABTopH3anus JODKHOCTHBIX JIMI[ TIPH MEXBEIOMCTBEHHOM B3aUMOCHUCTBHU (CM.
pazzien 3) U mpenocTaBicHre WHPOPMAIMU O TTOJIHOMOYHUSX JIOJDKHOCTHBIX JIMIT (CM.
paznen 3.4.2).

— ABTopuzanus HHPOPMAIIMOHHBIX CUCTEM MPU MEKBEIOMCTBEHHOM B3aHMOJCHCTBHH C
ucnojp3oBanueM CMDB (cM. paznen 4.2).

Paswsacuenne mopsiaka Benenuss B ECUA peructpoB (CIpaBOYHHKOB), HEOOXOAUMBIX IS

peanu3anun 0a30BBIX CIieHapueB ucmoyib3oBanus ECHUA:

— peructp (GpU3NICCKUX JIHUII;

PErucTp IOpUAUYCCKHUX JINLL,

peructp OUB,;

perucTp J0JKHOCTHRIX il OVIB;

peructp VC.
PazwsicHenue nopsiika uHTErpanuy nHpopmanuoHubx cucrem ¢ ECHUA.

HcnonHnenue nojaoXKeHN HOPMAaTUBHO-TIPABOBBIX aKTOB, IEPEUNCICHHBIX B 11. 1.2.

JIoKyMeHT npe/iHa3HayeH:

JUISL CIIEIIMAJIMCTOB, KOTOPHIE YYacTBYIOT B pa3pabOTKe pErjaMeHTOB M MHCTPYKIUH I10
ncnoab3zosanno ECUA B OUB;

Juid  pykoBoautened mnoppasneneHuii OVIB, KkoTopble OpraHu3yrOT HHTETPALUIO
uHpopmannoHHbIX cucteM ¢ ECUA,;

s UT-cnennanuctoB, KOTOpbIE BBIMONHSIOT HHTEIPAIMIO HH(POPMAIIMOHHBIX CHCTEM C

ECHA.



1.2 HopmaTuBHbIE CCbINKKU

» Oenepanbhblit 3akoH oT 27.07.2010r. Ne 210-03 «O06 opraHu3anuu NperocTaBIeHUs
TOCYJIApPCTBEHHBIX U MYHHIIHIIATHHBIX YCIIyT>.

* TlonoxeHwue «006 HH(PPaACTPYKTYpeE, oOecrieynBaroIIe nH(OPMAITMOHHO-
TEXHOJIOTUYECKOe B3aMMOJIeiicTBUE HMH(MOPMAIMOHHBIX CHCTEM, HCIOIb3yeMBbIX IS
IPEeJOCTaBICHHS TOCYIAPCTBEHHBIX W MYHHIUIAJIBHBIX YCIYT B 3JEKTPOHHOM (opme»,
YTBEPKIEHHOE MMOCTAHOBJICHUEM IIpaButensctBa  Poccuiickoit ®denepanun
ot 08.06.201T. Ne 451.

* [locranosnenue IIpaButensctBa Poccuiickoit ®enepanuu or 28.11.2011r. Ne 977
«O denepanpHOil TrOCYZapcTBEHHON WH(POPMAIMOHHOW cucTeMe <«EIUHAs CHCTeMa
UICHTH(GUKAIIMM W ayTeHTH(PUKANUA B  HHPPACTPYKType, oOOeCIeYnBArOIICH
WH(POPMAIIMOHHO-TEXHOJIOTHYECKOE ~ B3aWMOJICHCTBHE  MWH(POPMAIMOHHBIX  CHCTEM,
UCIIOJIB3YEMBIX JIJISI TIPEIOCTABIICHHS TOCYAApCTBEHHBIX M MYHHUIIMIIAIBHBIX YCIYT B
JIEKTPOHHOHU (popme».

» Jlonoxenue o (eaepaabHOW TOCYIApPCTBEHHONH HH(POPMAIIMOHHOW cucTeme «EuHas
cucTeMa WACHTH(HKAIMK W ayTeHTU(UKAIMH B WHEQPACTPYKType, oOeCIeUnBarOIIei
UH(POPMAIIMOHHO-TEXHOJIOTHUECKOE  B3aUMOJICHCTBHE  WH(DOPMAIIMOHHBIX  CHCTEM,
UCIIOJIB3YEMBIX JIUISI TIPEIOCTABICHHS TOCYIApCTBEHHBIX M MYHHUIIMIIAIBHBIX YCIYT B
ANEKTPOHHOU (opme», yTBepxka&HHoe [Iprkazom MuHHCTEpCTBa CBSI3M M MacCOBBIX

KoMMmyHuKaruit Poccutickoit @enepamuum ot . .2012. Ne :

1.3 KpaTtkue cBegeHusi o ECUA

B cootBerctBMM ¢ mocraHoBieHueMm IlpaButenncTtBa Poccumiickon  ®enepanun
or 28.11.2011 r. Ne 977 ECHUA nomxHa oOecreuynBaTh CAHKIIMOHUPOBAHHBIA JTOCTYII
YYaCTHUKOB WH(pOPMAIIMOHHOTO B3aUMOJIeicTBUs (3asiBUTENCH M J0DKHOCTHBIX sl OMB) k
uHopmanuu,  colepkamieiics B TOCYJapCTBEHHBIX  WH(OPMAIMOHHBIX  CHCTEMAax,

MYHATIIUTIATEHBIX HHYOPMAIIMOHHBIX CUCTEMaX W WHBIX HHPOPMAIMOHHBIX CHCTEMAX.

OcHoBHbIE QYHKITMOHATBHBIE BO3MOKHOCTH ECHA:
* Vnentudukanus v ayTeHTU(UKAINS TT0JIH30BaTeNIeH, B TOM UUCIIe:
— OpnHoKparHas ayTeHTH(bI/IKauml. [Tons3zoBarenssim ECHMA »s10 naér crenyroiee
MPEUMYIIIECTBO: MPOUIA Tporeaypy uiaeHTudukanwu u ayreHtudukanmm B ECHA,

M0JIh30BaTeb MOYKET B TE€UEHHWE OJHOTO ceaHca paboThl oOpamarhcs K JFOOBIM

! CootrercTRyIOmMIl TepMUH Ha aHITHICKOM s3bike — Single Sign On



“HOOPMAIMOHHBIM cHcTeMaM, wucrnonb3yomuM ECHUA, 1pm 3TOM TOBTOpHAS
UaeHTHPUKAIUS U ayTeHTHUKAIU He TpedyeTcs.

— llogmepkka pa3TUYHBIX METOJIOB ayTEHTH(HMKAIMH: TI0 TAPOJI0 M MO AIIEKTPOHHON
TOJIITUCH,

— Tlonnepxka ypoBHeit joctoBepHocTd uaeHTHukanuu ([Ipunoxenue b).

* VhpasieHne HACHTH(HKAIMOHHBIME [AHHBIMH®, a HMEGHHO — BEICHHE DETHCTPOB
(bU3NIeCKUX, FOPUIMYECKHX JIAIl, OPTaHOB U OPTaHU3aINHA, TODKHOCTHBIX JIUI] OPTaHOB U
opraHu3anuii ¥ ”HPOPMAIMOHHBIX CHCTEM;

» Aptopu3anus ynoiHoMmodeHHbIX juil OVB mpu moctyme k crieayromuM QyHKIHSM
ECHA:

— BejeHue peructpa nopkHocTHRIX Ui OB B ECUA;

— BeneHme crupaBouHuka nosHomounii MIC m mpemoctarnenune mosb3oBatesim ECUA
(3apeructpupoBanabiM B ECMA kak pomkHocTHBIe jmmna OVB) monHOMOYMIA 1O
noctymy K pecypcam UC, 3apeructpupoBanabiM ECUA;

— JIeJITUPOBAaHWE  BBINIEYKA3aHHBIX  MOJHOMOYMN  YIOJHOMOYEHHBIM  JIMIIAM
Hmwxkecrosmx OVB.

* Benenne u npenocTaBieHue HHOOPMAIH O TIOJTHOMOYHSIX OJIh30BaTENIel B OTHOIIECHUH

I/IH(I)OpMaI_II/IOHHLIX CHUCTEM.

2 CoOTBETCTBYIOLIMI TEPMUH Ha aHIHiickoM s3bike — ldentity Management
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2 Wcnonb3oBaHue ECUA zasasButenamm

B cootBerctBum ¢ m. 2.1 IlomoxeHus, 3asBUTENN SIBIISIOTCS YYaCTHUKaMHU
MH()OPMAIIMOHHOTO B3aUMOJICHCTBUS ¢ Hcmoib3oBanreM ECUA. 3agBurenn — 310 (u3HdecKue
WK OpUIMYECKHE JIHIA, OOpaIaroluecs: 3a MpeJI0CTaBICHHEM T'OCYAapCTBEHHBIX U (WJIH)
MYHHIIUTATBHBIX YCIYT B OPTaHbl M OpraHu3alluy.

B coorBerctBum ¢ m. 3.2 f, 6) llonoxenus, B coctaB ECHUA BXomsT peructpsl
(U3NYECKHUX U FOPUINICCKUX JIHII.

B cootBerctBum ¢ n. 3.3 Ilomoxxenusi, popmupoBaHue perucrpa (HU3HUECKUX JIAI
MIPOU3BOUTCS:

" 3asBUTEJSIMU,
" OpraHamMu M OpraHu3allusMU, «MMEIOLIMMH MPaBO Ha BbIIayy KOJa aKTHBAIMU U KII0Ya

MIPOCTOM 3JIEKTPOHHON MOJANUCH B LENSIX OKA3aHUS FOCYIapCTBEHHBIX M MyHUIIUIAIBHBIX

yCIIyT, IepedeHb KOTOpbIX yTBepxkaeH lIpaBurensctBom Poccuiickoit ®@enepanum», c

JI0OpPOBOJIBHOTO COTJIACHS 3asiBUTEIIEH;

" AKKPEJAUTOBAHHBIMU YyJIOCTOBEPSIIOIIMMH ILIEHTpaMH C JIOOPOBOJBHOTO  COTJIACHS
3asBUTENEH.

B cootBerctBum ¢ n. 3.4 [lonoxenus, GpopMupoBaHue perucTpa IOPUAMYECKHX JIHIL
MPOU3BOJIUTCS PYKOBOIUTEISIME FOPUTUICCKIX JIHII.

B cootBerctBuum ¢ m. 1.5 @, 6) ITomoxenust, ECUA ocymiecTBisieT uacHTH(GUKAIUIO U

ayTeHTH()HUKAIHAIO yYaCTHUKOB B3aUMO/ICHCTBUSI.

Jlanee B TekyIiem pasjelie paccMoTpeHo, kakum oopazom B ECUA ocyrecTisiercs:
* (opmupoBaHue U BeIeHUE PETUCTPOB (PH3MUECKUX U FOPUIMUESCKUX JIHIT,
* praeHTH(QUKAIUS W ayTeHTH(UKAIMS 3asgBUTENeH TpuU JOCTyIme K pecypcam

nH(OPMAIMOHHBIX CHCTEM, MOAKII0YeHHBIX K ECHA.

2.1 ®dopmupoBaHue U BegeHUe perucTpos

3asiBuTeneu

2.1.1 ®opMmupoBaHue U BeaeHue peructpa ousnyeckux nuy
CDOpMPIpOBaHI/Ie " BCJCHUC PCTUCTPa (1)I/I3I/I‘IGCKI/IX JIMII BKJIFOYACT CIICAYIOIINC OHepaI_II/II/I:
" CO3/aHUE 3aIKCU B peructpe puznyeckux Jmil (perucrpanus GU3nIecKoro Jnia);
" W3MCHCHHUC 3allUCH B PErucTpe (1)I/I3I/I‘IGCKI/IX JIAI] (I/I3MeHeHI/Ie JaHHBIX (I)I/ISI/I‘{eCKOF (0]

JIHIA);
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UCKJIFOYCHUE 3allMCH W3 peructpa (usuveckux Juil (yIajJeHHe Y4YeTHOW 3aluch

(HU3MUECKOTO JHIIA).

Peructpauumsa c¢pusmyeckoro nuua

B ECHA Bo3MOXKHBI ClIeyIOIIKE CIIEHAPUU PETUCTPAIIUU (PU3UUECKUX JTUIL:
CaMOCTOSITeNIbHAs perucTpanus (QU3NYecKOoro JHIa C HCHOJIb30BaHUEM (PYHKIIHH
peructpanuu, goctynHoi Ha EII'Y, wim nocpencTBoM NpsMoOi CChUIKH, pa3MelaeMon B
NC, ucnonssyromeiit ECUA;

peructpanus GuU3NIecKoro Juia B opucax yrmoIHOMOUYESHHBIX OpraHu3aIuii:

— B QenepaabHBIX U PETHOHATBLHBIX OpraHax MCIOTHUTEIHHOMN BIIACTH;

— B llenTpax mpoax 1 o0CTyKUBaHHS KIUEHTOB oneparopa skcruryataruu UOIT,

— B AaKKpEIWTOBAHHBIX B COOTBETCTBUU C 3aKOHOJATEIHCTBOM YJIOCTOBEPSIOLIUX

[IEHTpax.

B ECHA MoryT 3aperucTpupoBaThes CASAYIONIHE KaTeropun (PU3HUSCKUX JTAIL;
rpakiane PO (B ToM 4mcIIe SBISIONIAECS WHAUBUIYATbHBIMHU TPEIIPUHIMATEIISIMA);

WHOCTpaHHBIE TPKIAHE U JIUIA Oe3 rpaXkT1aHCTBa.

CrieHapuii caMOCTOSITEIIbHON PETHCTpAIiK TS TpaxaaH P® (B ToM umcIie sIBISIOIIUAXCS

WH/IMBUTyaTbHBIMH MIPEIITPUHIMATEIISIMH )

1.

I'paxxnanna PO mepexoautr Ha web-<rpanunyy ECUA mist peructparum rpaxaad Pd:
http://esia.gosuslugi.ru/sia-web/rf/reqistratiofifidex.spr

I'paxxnanun PD:
— 3HAKOMUTCS C MOPSIIKOM PErUCTpalNH;
— TOATBEP)KJIaeT CBOE COTJIaCHe C YCIOBUSIMHE PETUCTPAIIHH,

— BBOJMT JIMYHBIC JAHHBIC.

3. ECHA npoBepsieT TOCTOBEPHOCTh JINYHBIX TaHHBIX.

4, Fpa)KI[aHI/IH PO BBOIUT ayTeHTI/I(I)I/IKaL[I/IOHHLIe JAHHBIC. I1apOJjlb, MOOIATBECPXKICHUC

MapoJisi, CEKPETHBIN BOIIPOC U OTBET HA HETO,

['paxxnanun P® BeiOMpaer crocod akTUBAIUN YYETHOW 3aITvCH:

— noctaBka kojxa aktusanuu OI'YII «lloura Poccun»;

— ToJlyuyeHHue Koja akTuBaruu B [leHTpe mpogax u o0cayKUBaHUS KIIMEHTOB ONepaTropa
akcruryaTaruu UDIT,

— C TIOMOIIBIO HOCHUTENS DJJIEKTPOHHOW MOJMUCH, BBIJAHHOTO JOBEPEHHBIM

YIOCTOBEPSIIOIIMM IIEHTPOM (TOJIBKO JJISl MHAWBUIYaIbHBIX MPeIIPUHIMATENCH);
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6.

['paxxnanun P® BBOJWUT KOHTAKTHBIE JaHHBIE: aJpec SJEKTPOHHOU IMOYTHI U HOMEP
MOOMJIBHOTO TesieoHa (IIPU COTJIACHH €T0 MPETOCTABUTH).
I'paxnanun P®, e sBAstONMiicsS WHAMBUAYAIBLHBIM TpEIIPUHUMATEIEM, aKTUBUPYET
CBOIO YUETHYIO 3aIHACh MOCJIE TOTyUYCeHHsI KO/Ia aKTUBAIIAHN

— mnepexoaut Ha Web-ctpanuiy https://esia.gosuslugi.ru/sia-web/rf/activationBrdspr

— BBoauT CHUJIC u ko4 akTHUBaIUN,

— BBOJMWT MAapOJb.

['paxnanun PO, spisromuiicss UHIUBUAYATHHBIM TPEIPHHUMATEIIEM, aKTHBUPYET CBOIO

YYETHYIO 3alACh C IIOMOIIBI0 HOCUTES DJIEKTPOHHOM TOMHUCH, BBIJTAHHOTO JOBEPEHHBIM

YAOCTOBEPSIONIAM IIEHTPOM:

— BBOJIUT OCHOBHOW TOCYJApCTBEHHBIM PETUCTPAIMOHHBIA HOMEP WHJWBHIYATHHOTO
npeanpunaumares (OI'PHUIL);

— BCTaBJSIET  HOCUTENh  DJEKTPOHHOW  TOAIWCH, BBIJTAHHOW  JTOBEPEHHBIM

ynocroBepsitomum nearpom ®HC Poccun u BBoaut PIN-ko.

CrieHapuii CaMOCTOSITEIBHOW PErHCTpaliy JUIi WHOCTPAHHBIX TpakaaH (u jwmi Oe3

rpaXkIaHCTBA):

1.

o 0 bk~ w

0N PE

WHocTpaHHBI TpaxIaHWUH TepexoauT Ha Web<rtpanmmy ECUA ans perumcrparun

MHOCTpaHHBIX rpaxkaan: http://esia.gosuslugi.ru/sia-web/fn/registratiodfidex.spr

HNHocTpanHbIi rpak/IaHuH:

— 3HAKOMUTCS C MOPSIIKOM PErUCTpalNH;

— IOJATBEP)KJIAET CBOE COIIACHE C YCIOBHUIMH PETUCTPALIVH;

— BBOJIUT JIUYHBIC JIAHHBIE.

ECHA npoBepsieT 10CTOBEPHOCTh JTUYHBIX JIAHHBIX.

WNuoctpaHHBbIi IpaX1aHuH BBOAUT aJpec JIEKTPOHHON MOYTHI.

ECHA BeICBIIaET HA YKa3aHHBINA apec dJEKTPOHHOM MOYTHI KOJT aKTHBAITUH.
[Tocne nmomyueHus Ko/ia aKTUBAIMU, UHOCTPAHHBIN TpaXKIaHUH:

— mepexoaut Ha Web<tpanuny https://esia.gosuslugi.ru/sia-web/fn/activationdrgpr

— BBOJMT JIOTUH W KOJ aKTHBalluH.

Cuenapwuii peructparnyu rpaxaaninaa PO B oduice yrmosHOMOYeHHOW OpraHU3aIlig
I'paxnanna PO nmpuxoauT B ouc YIIOJIHOMOUYSHHOW OpraHU3aIiy.

CoTpyIHHK YIOJTHOMOYEHHO!N OpraHW3aliy BBOIUT JINYHBIC JaHHEIE.

ECHA npoBepsieT 10CTOBEpHOCTh JTUYHBIX JTAHHBIX.

COpr,Z[HI/IK ynOHHOMO‘IGHHOfI opraHu3anuun BBITAET T PaXKIaHUHY PO KOJ aKTHUBallu.
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5. I'paxxnanun P® caMOCTOSITEIbHO aKTHBUPYET CBOIO YUETHYIO 3aIUCH:

— mepexoaut Ha Webcrpanuny https://esia.gosuslugi.ru/sia-web/rf/activationBrdspr
— BoxuT CHMJIC u ko akTHBAIUH;

— BBOJUT MAapOJib.

ECHA aBTomMaTudecku TpoBepsieT JOCTOBEPHOCTH JIMYHBIX JAHHBIX (U3NYECKUX JIUI[ B
MpoIecce PEerucTpaliy, HUCIONb3ys dJeKTpoHHble cepBuckl OVIB (Hampumep, [IOP mis
npoBepkn CHWJIC, ®HC Poccum nans mnpoBepku MHH, ®MC Poccum nns mpoBepku
MAcIOPTHBIX  JaHHBIX). Eciau mpoBepka JIOCTOBEPHOCTH HE TPOMJEHA, pPErucTpanus

HCBO3MOJKHA.

MN3meHeHMe faHHbIX qJVI3M‘-IeCKOFO nuua

dusndeckue Juna HMMCHOT BO3MOXKHOCTH CaMOCTOATCIBHO H3MCHATH CBOU JAaHHBIC B

Jlmanom Kabunere EIN'Y (https://epgu.gosuslugi.ru/pgu/personcaliliss 3Toro oHu I0JKHBI
peABapUTENLHO NpoiTH uaeHTHuKamoo u ayreHTudukammo B ECUA (cm. nynkr 2.2). [pu
mmenennn OO  ECHA BbITONTHSET MPOBEPKY JTOCTOBEPHOCTH HW3MEHEHHBIX JIAHHBIX,
HCTOJIb3Ysl 2JIeKTpoHHBIN cepBuc [IDP. IIpn m3MeHeHun ajgpeca HJIEKTPOHHONW MOYTHI WIIU
HoMepa MoOmibHOro Ttenedona, ECHA BeimosnHsSeT 3ampoc MOATBEPKACHUS W3MEHEHHBIX

TAHHBIX.

YpaaneHue yyeTtHou 3anucu cpusamnyeckoro nuua
Ouznyueckne WA MMEIOT BO3MOXKHOCTh CaMOCTOSITENIBHO YJAIUTh CBOKO YYETHYIO
3anuck ECUA uepe3 Jluunbiii Kabuner EIII'Y. [lns 5TOro OHM JMOJKHBI MPEIBAPUTEIHHO

npoiit uaeHTuukanuio u ayreHTudukanuio B ECUA (cm. myHkT 2.2).

2.1.2 PopMmupoBaHue U BegeHUe perucTpa ropmamyeckmux nuu
dopMupoBaHUe U BeJieHUE perucTpa opuandeckux jui B ECUA BKITIodaeT clieayronme
oTepalnH:
— CO3/IaHUE 3alUCU B PETUCTPE IOPUIMUCCKUX JHIL (PErHCTpaIlHsl FOPHIMYSCKOTO JIUIIA);
— W3MEHCHHME 3alMCH B PErHCTPe IOPUIMYECKHX Jnl] (M3MEHEHHE JIaHHBIX

FOPUINYECKOTO JIUIIA).

PeFMCTpaLIVIFI opuanyeckoro nmya
BBINONMHUTE  perucTpanuio IOPUAMYECKOrO JIMIA MOXKET TOJBKO PYKOBOJIUTEIND
IOpUMYECKOr0 JILA caMoOCTosITeNpbHO ¢ ucnoib3zoBanuem EIII'Y. B mpomecce peructpanun

ECHUA aBromartuyecku NpoBepseT, 4YTO (PU3MUECKOE JIMIO SBISETCS PYKOBOIHUTEIEM
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PETUCTPUPYEMOTO FOPUIUYECKOrO JIUIA, HCIOJb3Yysl 3JEKTPOHHBbIM cepBuc mnpoepku OHC

Poccun. Ecnn HIpOBEpPKa NOCTOBECPHOCTHU HE npoﬁ,ueHa —perucrpanusa HEBO3MOKHA.

MN3mMeHeHMe JaHHbIX opuagndeckoro numya
PYKOBO,Z[I/ITGJ'IB HOpUIANYCCKOro  Jna HMECT MOOCTYII K .HI/I‘-IHOMy KaGI/IHeTy

ropuanueckoro Jmna Ha EINIY (https://epgu.gosuslugi.ru/pgu/personcab# data-camynmme

OH MOJXET:
— WM3MCHHTH OONIYI0 HHPOPMAIUIO O FOPUINYECKOM Jinile (OpraHu3aluOHHO-TTPABOBYIO
dopmy, cokpamiéanoe HaumenoBanue, KIIIT);
— H3MEHUTH KOHTAKTHBIE JJAHHBIE IOPUANYECKOTO JIAIIA;
— 3aperucTpupoBaTh JoOoro monb3oBarenss ECHUA B kadecTBe COTpyIHHKA
OpraHu3aIiy U MPEeJOCTaBUTh eMY JOCTYI B KAOMHET IOPUINYECKOTrO JTUIIA.
Jns nmocrynma x Jlmyaomy KaOuHeTy MOPHUAMYECKOTO JHIA HEOOXOIWMO MPOUTH

uaeHtTuukanyio u ayreaTuduxanuio B ECUA.

2.2 WpeHtudmkauma n ayteHTudmKaumua saaBurenemn

ECHA BbmonHSAET WICHTA(UKAIMIO W ayTCHTH()HUKAIMIO 3asBHTEICH MPHU JOCTYIE K

pecypcaM HH(POPMAIIMOHHBIX cucTeM, ucnoib3yrommx ECUA.

3 MTeHTm'i‘W‘a“m EL
1. 3anpoc pecypca P I

3. ﬂ\}ITEHTL-1d}L-1HaLI|L-1LI'-I: Beb

3aABMTEND 'S_Hpe,u,UCTaBHEHHe 6payae
pecypca paysep

¥

4l

(Beb-nopTan)

Cuenapwit:

1. Tonw3oBaress obparmaeTcst K 3anmméaomy pecypey MC (Hampumep, BEIOMCTBEHHOMY
WM PETHOHAILHOMY TTOPTaTy TOCYIapCTBEHHBIX YCIIYT).

2. UC nanpasnset B8 ECUA 3anmpoc Ha ayTeHTHU)HUKAIHIO.

3. ECHA mnpoBepsieT HaIM4Ke y MOJ30BaTeNsl OTKPHITON CECCUU U, €CITU aKTHUBHAS CeCCHUs

OTCYTCTBYeT,  HTpOBOJHT ero ayreHTHdukamuio. s storo ECHWA Hampasiser
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MOJIb30BaTeIsl Ha BeO-CTpPaHUIY ayTeHTH(HKAITTH ECHA®. 3assurens MIPOXOIUT
UICHTHPUKAIMI0O W  ayTeHTH(PUKAIUIO, UCHONB3YyS  JIOCTYNHBIA €My  MeTOH
ayreHTuukanuu (Tabmuma 1).

. Ecim mome3oBarens ycmemno ayreHtudunupoan, To ECHUA mepemaér B MIC wHabop
YTBeP)KICHHH,  COJepXalmuX  WIACHTU(QUKAIMOHHBIE  JaHHBIE  IOJH30BATEIS,
uH(pOpMaLIUI0O O KOHTEKCTe ayTeHTU(UKAIMH, B TOM 4YHCIEe JaHHbIE 00 YpOBHE
nocroBepHocTH uneHtuukamuu (IIpuioxenue b).

. Ha ocHoBanmu nomydennoit m3 ECUA wurdopmarnmu, MC aBTOopu3yeT 3asBUTENS Ha

JIOCTYTI K 3alIAIIAEMOMY Pecypcy.

Tabmuma 1 - Metoas! uaeHTudukanuy / ayreHTrudukanuu nojip3osareneidn ECUA

KaTteropus nonb3oBatens | [locTynHble MeToAbl uaeHTUPUKaLmum /

ECUA ayTeHTUdMKaLmm

I'paxxnane PO (B Tom uncie — | Unentudpukarop (CHUJIC) u maposs

rpaxjane P®, spistomuecs PIN-ko1 1 HOCUTENb KJ0Ya 3JIEKTPOHHOM MOITUCH
WHIUBUIYAIbHBIMU (U3HYECKOTO JINTIA, WHINBH Ty JILHOTO MPeAIPUHAMATEIS
MpeanpuHIMAaTeNs MU 1 WU PYKOBOJHUTEIS FOPUAMIECKOTO JIAIIA
MpeJCTaBUTEISIMU

IOPUINYCCKHX JIAIT)

HuocTpanHble TpakaaHe U Wnentudukarop (Jlorux) u mapois

JMIa 0e3 rpax1aHCTBa

2.3 NMopgknrouyeHune UC k ECUA c uensio

naeHTUPUKaLumM n ayTeHTUpUKaumm 3asaBuTenemn

[Monxmouenne WMC x ECHA obecneunBaeT BO3MOXHOCTh HWIACHTU(GUKAMH U

ayreHTuukanuu 3asButeneid ¢ momombo ECHUA. Tlome3oBarensimu MIC MOTYT SIBIATHCS

(u3HYecKre JIHIa, B TOM YHCIIe JOJDKHOCTHBIE JInIa opuandeckux i 1 OVB.

Pesynerarom mogkmouenuss MC k ECHA saBmsercss obecriedeHue CIeQyIOMUX

BO3MOKHOCTEN B3aumonericteusa MIC u 3asBUTENIEH:

* yneHTH(uKanus u ayreHTH(uKanms monszoBareneit MC (3asBureneit) cpencTBamMu

ECHUA;

® B macTosIIee BpeMs CTpaHKIA JOCTYIHA 110 aapecy https://esia.gosuslugi.ru/idp/Authn/CommonLogin
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" 3aBeplIeHUE aKTHBHOM CECCHH MOJIH30BATENS IS IBYX ClICHAPHEB:
— BbIXOJ MHUIMHUpOoBaH VC,
— BeIxoj nHunuupoBan ECHA.
WC BeicTynaet B posu moctapiuka yciayr (Service Provider)ECHUA BeicTymaer B posu
JIOBEpeHHOTO nocTaBiyka uaeHTudukanuu (Identity Provider).

O6mas cxema nogxmouenust MC k ECUA npexacraBiena Ha pucyHKe.

Bpayaep
i {HTTP User Agent)

HTTPS HTTPS
SAML 2.0 SAML 2.0
nc ECKHA
SOAP
MocTanuiM yemyr e MoCTABLLMK WASHTHEDUEALIM
(Service Provider) {ldentity Provider)

[TocraBmuky ycayr (MC) moKHBI OBITH W3BECTHBI IApaMeTPhl  ITOJKIIOYCHUS
(mpoTokomn, aapeca BBI30BOB, cepTH(dHKAT M T.1.) K mocraBmuky uneHtupukammu (ECHA).
VYkazaHHble MapaMeTpbl ONHCAHBI B METAJaHHBIX IOCTaBIIUKa HJeHTH(UKanuu. B cBoro
odyepenb, noctaBmuky wuaeHtuukamuu (ECHUA) nmomkHBI OBITH W3BECTHBI ITapaMeTphI
noakiroueHus: K nocraBmuky yeuyr (MC). YkasanHble mapamMeTpsl JOJDKHBI OBITH OIHCAHBI B
METaJaHHBIX [T0CTaBIIHUKA YCIIYT.

Taxum o6pazom, s noaxmouenust UC k ECUA neoOxoaumo:

* paspabortaTh MporpaMMHEIN HHTEepdeiic mocraBmmka yeayr (cMm. [Ipunoxenue I);
" BBINOJHUATH HACTPOHKY MeTamaHHbIX (cM. [Tpunoxenue I, paznen I'.4):

— HAacTpouTh MeTajgaHHble mocraBmmka ycryr (MC) m mepenath WX MHOCTaBIIUKY

uaentudukaun (ECUA);

— 3arpy3uTh MeTaJaHHbIe mocTaBinuka uaeHtupukanuu (ECHA).

Mopsapok nogkntouyeHusa UC k ECUA pna naeHtudpukaumm m
ayTeHTUdMKaLMKM 3aaBUTENEN
Jns monkmouenus: UIC xk ECUA onepatop YC nosoken:

1. CamocTosTeNbHO CreHepupoBaTh (HampuMep, ¢ TOMOINBI0 yTHIUTB Keytool u3 cocraBa

Java Development Kitjs croeit UC ceprudukar kimroda HEKBATA(GHIUPOBAHHOU
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anekTpoHHOU moxmucu B ¢opmate X.509 Bepcum 3. Ceprudukar tpedyercs s
OCYILECTBJICHUS] ~ B3aUMOJIEMCcTBUSL ¢  TocTaBmuKoM  ujeHTH(ukamuu  ECHA.
JlomyckaeTcss  MCIONB30BaHME  CAMONONMCAHHOTO  cepTudukara. CrenuanbHble
TpeboBanus: anmroput™M RSA, ymHa xmoda 10246wut. botee moapoOHy0 WHMOpPMAIIHIO

o ceprudpukare X.509moxHO0 mocMoTpeTh 1o cebiike http://tools.ietf.org/html/rfc5280

2. 3aperucrpupoBarb UC B ECUA (mopsnok peructpanuu MC cm. B paszaene 3.3).

3. PeammzoBare B MC wHTepdeiick moctaBmmika yeiayr (cm. ITlpunoxenue I),

VUHTBIBatOIHE ocoOeHHOCTH peanu3anun ECHA  CcOOTBETCTBYIOIIHME CIICTYIOITIM

npodusm SAML 2.0:

— Web Browser SSQ@ yuerom pexomenmanuii Interoperable SAML 2.0 Web Browser
SSO Deployment Profile;

- Single Logout.

. ObGecrieunTh B COOTBETCTBHHM C TpeOOBaHUSMHU 3aKOHOJATENLCTBA KOMIUIEKC MeEp,

HEOOXOMUMBIX i oOecmedeHuss HWH(MOPMAMOHHONW OE30MacHOCTH W 3alUTHI

MEPCOHANBHBIX JIAHHBIX II0JIb30BATENICH, IMOJIydaeMbIX HH()OPMAIMOHHONW CHUCTEMOU B

mporiecce ee B3auMoeicTeus ¢ cucremoit ECHA.

. 3arpy3uTh aKTyaJlbHbIE MEeTaJaHHbIe TTOcTaBIIUKa uaeHTHGuKaun ECUA:

— METaQJIaHHBIE TECTOBOTO ITocTaBIMuKa wiaeHTU(uKanun ECHWA omyOmukoBaHBl 110

ceruike https://demol-esia.qgosuslugi.ru/idp/shibbgleth

— MeTaJ[aHHbIe MPOMBIIIJICHHOTO TocTaBmuKa uaeHTHGukanmmu ECUA onmyOimkoBaHbI

no ceouike https://esia.qgosuslugi.ru/idp/shibboleth

. ObecnieunTh CETEBYIO CBSI3aHHOCTh MH(OpMAaLUMOHHON cuctembl ¢ cucremoir ECUA ¢

Y4ETOM CIEAYIOIUX 0COOEHHOCTEH!

— Tloaxmouenre nHPOPMALMOHHBIX CHCTEM, 00eCIeunBalOIUX paboTy Mojb30BaTeeit
kateropuii «'paxnane P®», «IHocTpanHble rpaxaaHe», «IHIUBUyaTbHbBIE
IpealpuHUMAaTenn», <«J{0DKHOCTHBIE JUIA IOpUAMYECKHUX JHUI», Kk cucteme ECHUA
JIOJDKHO MPOU3BOAUTECS uepes ceTb HTepHeT mo npotokorxy HTTPS.

— TloaxmoueHre WHPOPMAIMOHHBIX CHCTEM, 00ECTIeUnBAIOMIAX paboTy IMOJIb30BaTeNeit
Kareropuu «JloJoKHOCTHBIE JIMIIA OPraHOB U OpraHU3aluil NCIIOJIHUTEIbHON BIACTH» K
cucreMe ECHA 10DKHO TIPOM3BOAMTHECS  TOJIBKO dYepe3 KaHabl  CBS3H,
UCHOJIB3YIOUIMECST B T.4. CHCTEMOH  MEXBEJIOMCTBEHHOTO  3JIEKTPOHHOIO
B3aUMOJIEUCTBUS.

. CHHXpOHU3UPOBAaTh CHUCTEMHOE BpeMs HH(POPMALMOHHOM CHCTEMBI €O 3HAYEHUEM

TOYHOTO BPEMEHHM IS TOU BPEMEHHOW 30HBI, KOTOpPAsl yCTAHOBJIEHA HACTPOWKAMM IS
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10.

11.

JAaHHOHM WH(OPMAIIMOHHON cucTeMbl. JIomycTIMOe OTKIIOHEHHE OT TOYHOTO BPEMEHHU He
JIOJDKHO TIPEBBIIIATh 1 MUHYTY.

[lonate 3asBky Ha mnonakmoueHue MC x tectoBoit ECUA nns wpeHtudukanmm u
ayreHTH(UKanuy 3asBuTenei. [logada 3assBKU U ee MOITBEPIKICHUE OCYIIECTBISIFOTCS B
COOTBETCTBUU ¢ Periamentom.

PazpabGorate u mnepegats Omneparopy ECHUA wMeragaHHble MOCTaBUIMKA YCIYT JUIs
oTpaboTku B3auMmojeiictBus B TectoBoi cpene ECHA. Illabmon MeragaHHBIX
MOCTaBIKKA yCIyT npuBeeH B paszaene .5 (cm. [Ipunoxenwue I).

[IporectupoBars B3ammopeiictBue ¢ ECMA B TectoBoit cpeme. Ilpum HeoOXomumocTn
JopaboTtaTh HHTEp(EHChI MOCTABIINUKA YCIIYT.

[lonats 3asBky Ha noaxmoueHne VC k npomeimuienHo#t ECUA mis uaentudukaniu u
ayreHTH(UKanuy 3asBuTenei. [logada 3assBKU U ee MONTBEPIKICHUE OCYIIECTBISIFOTCS B

COOTBETCTBHH ¢ PermamenTom.
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3 Wcnonb3oBaHue ECUA B opraHax m
opraHun3auusx

B cootBerctBHm ¢ 1. 2.11lonoxenus, nopkHocTHBIEe uiia OVIB sBisiroTes yuacTHUKaM#u
MH()OPMAIIMOHHOTO B3aMMOJICHCTBHS ¢ ucmoyib3oBanneM ECUA.

B coorBerctBum ¢ n. 3.2 @, r, x) [lonoxenus;, B cocraB ECUA BXxomsT peructpsl
OpraHOB M OpTraHU3aIi, JOJDKHOCTHBIX JIUII, MHPOPMAITHOHHBIX CHCTEM.

B coorBerctBum ¢ m. 3.5 [lonoxeHus, popMUpOBaHUE W BEJCHHE PETUCTPA OPTaHOB U
OpraHu3aluil OCYIIECTBIAETC:

= omepatopom ECHA — s ®OMB, rocymapcTBEHHBIX BHEOIOUKETHBIX (OHIOB’,
cyObekToB PO;

» oneparopamu @OVB, rocyaapcTBeHHBIX BHEOIODKETHBIX (POHIOB — JUIS IIEHTPATHHBIX
amrmapaToB ¥ TEPPUTOPHATBHBIX OPraHOB (IOpa3Ie/ICHu);

= omeparopamu cyobektoB P® — mqis OMB cyOwbekroB P®, opraHoB MecTHOro
camMOyIpaBIlieHUS, rOCy/1apCTBEHHBIX u MYHUITUTATBHBIX YUpeXKIeHUH,

MHOTO(YHKITHOHATBHBIX IIEHTPOB;

= omneparopoM ECHUA — st HHBIX OpraHU3aIwii.

B cootBerctBum ¢ m. 3.6 Ilomoxenus, «popmuposanue u eedenue pecucmpa
OO0JICHOCMHBIX ~ UY — OP2AHO8 U Op2aHU3AYUL  OCYWECMEIAemcs  YNOIHOMOYeHHbIMU
O0HCHOCMHBIMU TUYAMU OP2AHO8 U OPLAHUZAYULI.

B cootBerctBUM ¢ 1. 4.5 [loyioKeHUSsI, «O0JdCHOCMHbBIE TUYA OP2AHO8 U OP2AHUZAYULL
Hecym OMBemMCmEeHHOCMb 3d  00cmoeepHocmy  ungopmayuu  (céedenuil, OAHHBIX) NpU
Gopmuposanuu  pecucmpa  OONHCHOCMHBIX UY eOUHOU cucmemvl UOeHmMupukayuu u
aymenmugpuxayuu.

B cootrBerctBuu ¢ n. 3.6 Ilonoxenus, «6 pecucmpe uHopMayuoHHvlx cucmem
VKA3bI8AIOMCcst c6e0etUst 00 UHPOPMAYUOHHBIX CUCMEMAX, ... UHOPMAYUs 0 KOMOPLIX UMeemcs
6 hedepanrvhoil  20cY0apPCmMEeHHOU  UHPOpMAYUOHHOU  cucmeme  «Eounas  cucmema
HOPMAMUBHOLU CNPAGOYHOU UHPDOPMAYUU.

B cootBerctBum ¢ m. 1.5 @, 6) ITomoxenust, ECUA ocymiecTBisieT uacHTH(GUKAIUIO U
ayTeHTU(UKAINIO YIACTHUKOB WH()OPMAIIMOHHOTO B3aMO/ICHCTBUSI.

B coorBerctBum ¢ m. 1.5 @) Ilomoxenus, ECHA ocymiecTBiIsieT aBTOPU3AIUIO

YYaCTHUKOB WH(POPMAIIMOHHOTO B3aUMOJICUCTBUS — «8 uacmu GedeHus U npedoCmasieHusl

* B cootserctrum co cT. 144BomkerHoro Konexca P® — [encuonmsiii orn Poccuiickoit deneparmu, Goxx
coumanbHoOro cTpaxoBanus Poccuiickoit @enepaunn, @enepanbHbiii poHI 0053aTETHHOTO MEULITHCKOTO
CTpaxoBaHUs
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MH(bOpMClUUU O NOJIHOMOYUAX YHYACMHUKOB qubopmaquHnoeo 683aUMO0elCMBUS 8 OMHOULCHUU

UHPOPMAYUOHHBIX CUCTIEM.

bazoBerii crieHapuii aBTopm3anuu M0JDKHOCTHRIX Jull OVB mpm MexBe0MCTBEHHOM

B3aumozencTBuu (noctyne Kk pecypcam MC, oneparopaMu KOTOPBIX SIBISIFOTCS IpyTUe OUB)>:

1.

[Tonwp3oBarespb (IOMKHOCTHOE JIMIO) ¢ HCHojb3oBaHueM VC-moTpeOuTeNns Hampasiser

3anpoc C-nocTaBIuKy.

NC-nocTaBmuK U3BIEKAET U3 3apoca CBEJCHHUS O TI0JIb30BaTele, OTIPABUBIIIEM 3aIMpOC:

—  maeHTU(PUKATOP MOJIb30BaTes Kak (usmdeckoro ymna — CHUJIC,

— unentudukarop OVB, B KOTOpOM MOIB30BaTENb SBISETCS JOKHOCTHBIM JIUIIOM, —
OI'PH.

NC-nmocrapmuk Hanpasiser B ECHMA 3ampoc Ha mpeaocTaBieHHe HWHPOPMAIUH O

MOJTHOMOYHSIX TOJIb30BaTeNs (cM. Takke paznen 3.4.2)B otHomenun MC-mocTaBIuka.

Jns ornpaBkm 3ampoca MC-nmoctaBIuk HCIosb3yeT 3IeKTpoHHBIH cepsuc ECHA

(cm. Tpumokenne A, pasaen A.4).

ECHUA mepemaér B MUC-mocTaBmuK JaHHBIE O JEHCTBYIOIMUX IOJTHOMOYHSIX

JOJDKHOCTHOTIO JIMIA.

NC-noctaBmuk Ha ocHOBaHWM moixydeHHbIX u3 ECHUA pmaHHBIX O MOJTHOMOYHSIX

JOJDKHOCTHOTI'O JIMIIa aBTOPU3YET 3aIIpOC IMOJIB30BATCIIA.

OuB-1 QuB-2

1. 3anpoc anAa 1. 3anpoc ans

WMC-nocTasumka NC-nocTapumka |
JoM#HOCTHOR " nNc NC

n1yo 5 OTBeT Ha 3anpoc| notTpeduTens 5 OTBeT Ha sanpoc NOCTABLLME

- -

3. 3anpoc Ha nony4eHue 4. WHdropmayma o
WHBOPMaLKMKY O NONHOMOYUAX MONHOMOYNAX

JOIEKHOCTHOro fvua | JOMAHOCTHOrO Nlua

ECUA

B npusenénnom Boime crienapuu ECUA ucmons3zyercs Uil mpeocTaBiIeHus JaHHBIX O

ITOJIHOMOYHMIX NJOJIZKHOCTHBIX JIMIIT.

® Peanuzaiist 3TOr0 CLEHAPHs HEOOXOAMMA TONKO B C/IyUae MPeIbABICHHs 0CTABIINKOM CepBICA TPeGOBaAHMIT K
HAJTMYHIO Y TOJKHOCTHOTO JIMIIA MOTPEOUTENSI HOPMATUBHO YCTAHOBJICHHBIX MOJTHOMOYHIA Ha OOpalleHue K
CEepBHCY.
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Janee B Texy1iem pasjelie paccMoTpeHo, kakum oopazom B ECHA ocymecTisieTcs:
dbopMUpOBaHHE W BEJCHHE PErHCTPOB OPraHOB W OpraHu3aluil, JOKHOCTHBIX JIHII,
UH(OPMAIIMOHHBIX CHCTEM,

BeJIEHHE ITOJTHOMOYHN

— Ha3HaueHHe (IIPEOCTABICHHE) M OT3bIB IOJTHOMOYHM JTOKHOCTHBIX JIHII;

— IIOJIy4YCHHC I/IH(I)OpMaI_[I/II/I 0 IPCAOCTABJICHHBIX NOJDKHOCTHBIM JIMIIAM IMOJIHOMOYUAX.

dopMupoBaHMe U BedeHue perucTpa opraHoB u

opraHu3auuu

dopmupoBanue u Befenne peructpa OB BkitodaeT ciemyromue onepanuu.
CO3/IaHUE 3AIUCH B PETUCTPE OpraHoB U opranuzaimii (perucrpaius OVIB);
M3MEHEHHE 3allUCH B PETUCTPE OPraHoB M opranu3anuii (n3menenue ganabix OVIB);

UCKJTFOUCHUE 3allUCH M3 PETUCTPa OPraHoB U opranu3anuii (yaaiaenue ganasix OVB).

Peructpauusa OB

oVB Onepatop ECHUA
3anABka Ha
perncTpayuo OB
¥NONHOMOY. .l
AOMHHOCTHOR YeegomneHue o ECHA
nuuo _ perncTpacmu

. YnoxaomouenHoe ymno OB nogaér oneparopy ECUA 3assky na pecucmpayuio OHUB
(bopma 3asBkm mpuBeneHa B Perimamente) B ECHUA. 3asBka q00KHA OBITH YTBEpPXKICHA
YIIOJTHOMOYEHHBIM 3amecTruTeseM pykooauteast OVB u momxHa comepxarh:

— poiiHoe HanMeHoBanue OUB;

— Kpartkoe HauMeHoBanue OVIB;

- UHH,;

- OI'PH;

—  OI'PH u manmenoBanue Boitnectosiiero OVIB (npu Haanuaum);

—  CBeJieHUs 00 YIOJHOMOYEHHOM JI0KHOCTHOM Jjtriie OVB:
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—  Oamunus, uMs, 0TUeCTBO (IPH HATTMYHH);
- CHUIIC,
S (0))
—  Jara poKJIEHHS,
— JaHHBIe Tacropra rpaxiaanuHa P® (cepusi, HOMep, laTa BbLIAYH, KeM
BBIJIaH);
—  aJpec 3JIEKTPOHHOU IOYTHI;
—  TenedoH;
—  TOJpa3JelICHuE;
—  JIOJKHOCTB,
— KOMMEHTapHil.
2. Peructpamus OB ocymecTBisieTcss B COOTBETCTBUU ¢ PerimamMeHToM.
3. B pe3ynbTaTe yCHemHoro UCIOIHEHUS 3asIBKU:
— OWUB 3apeructpupoBaH B perUCTpPe OPraHOB M OPraHU3aIINIA;
— ynoaHomoueHHoe juilo OVIB 3apeructpupoBaHo B KayecTBE JOJLDKHOCTHOTO JIMIIA

OVB wm emy mpeaocTaBICHO TOJHOMOYHE aomunucmpamopa npoguisi OHUB B

ECHA.

YnoigoMoueHHOE JIUIIO OUB, KOTOpOMY MPEeI0CTaBICHBI HOJIHOMOYHS
aomunucmpamopa npoghunss OHB, momyduT JOCTyll K BeO-mpuioxenuto «Ipodwis oprana

BJIACTH, TJIE CMOXKET BECTU PETHCTP JODKHOCTHBIX JuIl cBoero OUB (cMm. pazmen 3.2.1).

N3meHeHne paHHbIX OUB

1. VYnomnomouennoe nuio OUB nomaér omeparopy ECUA 3as6xy na usmenenue oanuwix
OUB (popma 3asBku mpuBeneHa B Periamente) B ECHUA. 3asBka 1o/DKHA OBITH
yTBEpK/I€HA YIOJHOMOYEHHBbIM 3aMmectuteneM pykooautesnss OWUB wu  jgomkHa
cojZiepKaTh Te K€ JaHHble, YTO W 3asexa Ha peeucmpayuio OHUB (hopma 3asBKku
npuBeacHa B Perimamente) B ECUA.

2. W3amenenue nannbix OVIB ocyiecTBiseTcss B COOTBETCTBUH ¢ PerimamMeHTOM.

3. B pesynbTaTe yCHemHoro NCIOTHEHUS 3asIBKHU:
— nanHble 00 OMB B peructpe oprasoB u opraHu3anuil CKOppeKTUPOBAHHI,

—  JIaHHBIE O MOJHOMOYHUSX aomunucmpamopa npoguis OHUB cKOppeKTHPOBAHBI.
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YpaneHue paHHbix OB

. YnoanomouenHnoe ymno OUB nopaér onepatopy ECUA 3as6xy na yoanenue oammnwvix

OHUB (bopma 3asBku mpuBeneHa B Pernamente) 3 ECHA. 3asBka qomkHa coaepkaTh
omucaHue NpHUYMHBl (HampuMmep, JwkBuamuss OVIB) w nomkHa OBITH yTBEpiKIeHa

YIIOJJTHOMOYEHHBIM 3amecTuTesieM pykoBoautesns OVB.

2. VYnanenne nanueix OVIB ocymecTBisieTcst B cOOTBeTCTBHH ¢ PernameHToM.

3. B pe3ynbTaTe yCHemHoro HCIOTHEHUS 3asIBKHU:

3.2

—  BCe JOJDKHOCTHBIE JuIa uckiIroueHs! u3 OUB;

— pannsle 00 OVIB ynanenst uz ECUA.

dopmupoBaHue N BeaeHue perucTpa

AOJIXXHOCTHbLIX JIUL OPraHoOB U opraﬂusauuﬁl

B ECHA xpansTcs cienyromuye JaHHbIe T0DKHOCTHRIX Juil OUB:

JAYHBIC TaHHBIE!

— CHWJIC —sBisieTcst OCHOBHBIM HJICHTH(DHUKATOPOM;

— ¢amuust, uMs, OTIECTBO (IIPH HAJTHYUH);

— 1o,

— JaTa pOXKICHWS,

— WHH (npu Hanuuun);

— JaHHbIe TacnopTta rpaxnanuna PO (cepusi, Homep, nara BbIIadyd, KeM BbIJIaH);

CJIy>KeOHBIE TaHHbIE!

— TpU3HAK TPUHAUICKHOCTH JOJDKHOCTHOTO JHIa K ompeaeinéaanomy OB,
BKIIIOUEHHOMY B peructp ONB;

— mojapasneneHue (MOJHOE HAMMEHOBAaHME B COOTBETCTBUH C IOJOXCHHUEM O
MOJIpa3/ICICHUN);

— JIOJKHOCTB,

— CIy’)KeOHBIH aapec FIEKTPOHHOU MOYTH;

— HoOMep cinykebHoro tenaedona (Mpy HAIUYIHHN);

— cBemeHuss 00 wucmonbdyemMoM  (-bIX) ceprudukare (-aX) KIOYa MPOBEPKH
KBATH(DHIIMPOBAHHOM SJIEKTPOHHOM IO ITHUCH;

— MepeyeHb Ha3HAYaeMbIX JIOJDKHOCTHOMY JIMIy Oa30BBIX IMOJHOMOYHN (CITHCOK
MO/IJIEP’)KUBAEMBIX B HACTOSIINI MOMEHT 0a30BbIX MOJHOMOYHIA JOKHOCTHOTO JIHIIA

npuBe/icH B pazjieie 3.4.1).
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®dopmupoBanne u BeJeHHWe peructpa AomkHOCTHBRIX Juil OMIB B ECHUA wMoxer
OCYIIIECTBIIATHCS ABYMS CIIOCOOAMHMU:
* yepe3 rpaduueckuit Be6-unrepdeiic ECUA —ynonnomouyennsmm unom OUB;
* yepe3 aeKTpoHHEIH cepuc ECUA —wunpopmanumonHoii cucremoit OVB.
OnexktponHbie cepBuchl ECHA sBisioTcs crnenuain3upoBaHHBIMU CEpBUCAMH, HE
oTHocsimumucs kK CMDB, u paboTarouuMu 1O CTAHJAPTY BBI30BA AJIEKTPOHHBIX CEPBUCOB
ECHA. Onucanue 31ekTpoHHbIX cepBucoB ECUA pa3merneno B pazzaene 3.2.21 B NPHIOKEHUH

(ITpunoxenue A).

dopMHpOBaHHE W BEJCHHE PETHCTPa JODKHOCTHBIX JIMI[ BKIIIOYAET CIIEAYIOIINE
OTEpaIHH:
" CO3J@HHE 3AIKCH B PETUCTPE JOLKHOCTHBIX JIHII (PETUCTPALUs TOJHKHOCTHOTO JIHIIA);
" J3MEHEHHE 3allUCH B PETHCTPE JOJDKHOCTHBIX JHIl (M3MEHEHHE JaHHBIX IOJDKHOCTHOIO
JIHIIA);
" HCKIIIOYEHHUE 3alUCH U3 PETUCTPA JODKHOCTHBIX JIUI (MCKIIFOUEHHE JOKHOCTHOTO JIUIIA

u3 OVIB).

3.2.1 q)OpMMpOBaHMe n BegeHue permncrtpa goJiKHOCTHbIX Jfiny C

ncnonb3oBaHueM rpacgpuyeckoro nHtepdeunca ECUA

dopMupoBaHWe U BEJEHHE pErucTpa JOKHOCTHhIX Jui OVB  Bemonsser
ynostHoModyeHHoe Juio OMB, kotopoe Oputo 3apeructpupoBano B ECHUA B kadectBe
aomunucmpamopa npoguns OUB B iponiecce peructpanuu OMB B ECUA (cMm. pasaen 3.1).

Omneparop ECHUA naznagaet nonHoMouus aomunucmpamopa npoghuis OHB ToabKo s
olHOro noipkHOocTHoro Jsmna OWB, ykazanHoro B 3asBke Ha peructpanuto OVB. Ilpum
HEOOXOJAUMOCTH 3TO JIOJDKHOCTHOE JIAIO0 C TOJHOMOYHEM admuHucmpamopa npoguns OUB
MOXKET  3aperucTpUpoBaTh  MOJYMHEHHBIX  JIOJDKHOCTHBIX  JIMI[ €  TOJHOMOYHSMU
aomunucmpamopa npochunsi OMB v mopyduTh UM perucTpaIuio J0HKHOCTHBIX Uil OVB.

Jlanee paccMOTpeHbI clieHapuu (OPMHUPOBAHUS M BEJCHUS PErHCTpa JOKHOCTHBIX JIHIL

OUB ynonxaomouenubM oM OVIB.
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Peructpaumsa gomkHocTHoro nuua OB

3aABKa Ha perncTpawu
[OMAHOCTHOrO NKLa N ECHA
YNoNHOMOoU. } Bed-
 oeon L Homep 3aaBkn pHNONEHIE
. [ podune
g o ) MNpoeepka cTaTyca 3aqaBkK .| oprana
) ENAaCcTW=

1. YnomnomouenHoe ymio OUB Bxoaut B BeO-mpuinokenue «lIpoduns oprana Bmactu»,
BBIOMpaeT (QYHKIHIO PETUCTpPAIlMK HOBOTO JoJDKHOCTHoro imma OWB, BBoaut
UACHTU(PUKAIIMOHHBIE TaHHBIE PETUCTPUPYEMOTO JODKHOCTHOTO juiia OVB.

. ECUA co3maér 3asgBKy Ha perucrpanuio JOJDKHOCTHOTO JHIla U cooOuiaer
YIIOJJHOMOYEHHOMY JIMIy HOMED 3as1BKH.

. ECHUA aBTOMaTWuecku BBINMOJHSET 3asiBKY. B mporecce BoimonHeHus 3asBku ECHUA
MpOBEPSIET  JOCTOBEPHOCTh  JIMYHBIX JIAaHHBIX  JIOJDKHOCTHOTO — JIMIIA,  BBI3BIBAS
anekTpoHHbIe cepBrckl OUB, 3apeructpupoBanusie B CMOB (Hanpumep, cepBucel [IOP
qust mpoBepku CHWJIC, ®HC Poccun s nposepku MTHH, ®MC Poccun 11 npoBepku
MacIopTHBIX JAaHHBIX). Ecnm Bce mpoBepku mpoitaens ycrnemuo, ECUA peructpupyer
nomxHocTHOE TuIo OB u m3MeHseT cTaryc 3asBKH Ha «Y CIIEUTHO BHIIOJTHEHAY.

. YnonHomoueHHoe juno OVB MoXeT oTciieuTh TEKYIUI CTaTyC BBIINOJIHEHUS 3asBKH,

HCIIOJIb3YA I/I,Z[eHTI/I(I)I/IKaTop 3asaABKH.
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a5 3NEKTPOHHOE Mpodmne opradHa BNnacTun
MPABUTE/NLCTBO P qJ p WeaHoe K.11. il .-'T? |
ECUA ;
MuHkoMcBA3E Poccun j

FmaeHan ‘HomkHocTHBIE NTHLA

PGFHCTP&HI/IH JOJIZKHOCTHOTO JIMITA

nOﬂTEEpﬂHT& co3gaHne 3afABKKM Ha perMcTpauio gOmMKHOCTHONO n1ua
Anexceee Bupuc Bnagummpoeuny
CHWNC: 140-505-709 20

Hata powgenua: 15.04.1950
Mon: mycKon

Macnopt rpaxaaduHa PO: cepua 1234 nomep 567890 exigan 15.04.1995r. [naeHeiM ynpaenenuem BHYyTpeHHux gen r. Mocken

Mogpazaenerne: OTOEN KOMMYHHKAUMOHHLIX TEXHOMOTHA
DonsHocts: CTapwui cneuanicT

Pabouwii agpec an. noutel: bvalekseev@minsvyaz.ru
Kommentapui: pab. ten.: 1234576 noB. 26 (c 10 go 19)

N3meHeHMe aaHHbIX agomkHocTHOoro nuua OUB

1. Ilpu u3MEHEHHWH MaHHBIX JODKHOCTHOTrO Jjmia (Hampumep, B ciaydae CMEHBI (paMuimu
WA TacmopTta), yrnonHomodenHoe nuio OVMB Bxomut B BeO-mipuiioxkenue <« Ipoduiis
opraHa BIAcTH»,  HaxoguT JAoibkHocTHoe Juno OWB u  BeiOupaer QyHKIUIO
pedaKkTUpOBaHUs JaHHBIX JOJKHOCTHOTO Jinna OVIB.

2. ECHUA co3maét 3asBKy Ha HW3MEHEHHE JaHHBIX JOJDKHOCTHOTO JIMIA W COOOIIaeT
YIOJJTHOMOYCHHOMY JIMITy HOMEp 3asiBKH.

3. ECHUA mpoBepsieT JOCTOBEPHOCTh JIMYHBIX JAHHBIX JIOJDKHOCTHOTO JIMIIA, BBI3BIBAS
ANIEKTPOHHBIE cepBUCHl cooTBeTcTBYOmMX OWB (mampumep, cepBucer [IOP  mus
npoepku CHUJIC, ®HC Poccun s mposepku MHH, ®MC Poccun s mpoBepku
MacIOPTHBIX JaHHBIX), 3apeructpupoBandbie B CMDB. Eciu Bce mpoBepKH PO IeHBI
ycnemHo, ECHA wu3Mmensier nanHble aokHocTHOro jmna OB u u3mensier craryc
3as8BKHU Ha «Y CIICIIHO BEIITOJHECHA.

4. YnomaomoueHnHnoe o OVIB MoxeT oTcieuTh TeKyIuil CTaTyC BBITIOJHEHUS 3asBKH,

UCTIOJIB3YS UICHTUPUKATOP 3asBKH.
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UcknroyeHne gonxHocTHOro nuua us OB

. IIpu yBonpHeHuu noskHocTHOTro juna u3z OB, ynomnomouennoe nuno OVIB Bxoaut B

BeO-puiioxkenue «lIpoduib oprana BIacTU», HaxXOMUT HoJkHOCTHoe nuio OVMB u
BBIOMpaeT PYHKIIUIO HCKIIOYCHUS JODKHOCTHOTO Jnta m3 OUB.

ECHUA co3maér 3asBKYy Ha WCKJIIOYEHWE JIOJDKHOCTHOTO JIMIIAa W COoOoOImaeT
YIOJTHOMOYEHHOMY JIMITY HOMEp 3asBKH.

ECHA oT13b1BaeT Bce MOTHOMOYHS, KOTOPBIe OBUIH MPEIOCTABICHBI TOJDKHOCTHOMY JTUITY
OI/IBG, M UCKJIFOYAET JOJDKHOCTHOE JIUIIO U3 OUB.’

VYnonnomouenHoe muio OVB MoxeT oTcienuTh TEKyIIUA CTaTyC BBIIOJHEHUS 3asBKH,

HCIIOJIb3YA I/I,Z[eHTI/I(I)I/IKaTop 3asaABKH.

3.2.2 ®DopMmupoBaHue U BeaeHUe peructpa 4OoMKHOCTHbIX nuuy OUB

yepe3 3aNeKTpoHHble cepBucbl ECUA

JlJis aBTOMATH3UPOBAHHOTO (OPMHUPOBAHUS W BEACHUS PETHCTPa JTOJKHOCTHBIX JIHIL

OUB cienyer ncnosb30BaTh cieayroue 31eKTpoHHble cepBuchl ECHA:

OfficerManagementcfs. pazmen A.1);
Requestdm. pazmen A.3).

Jlanee paccMOTpeHBI ClIeHApUU UCIIOIB30BaHUSI STIEKTPOHHBIX cepBucoB ECHUA s
perucTpanuu 1opkHOcTHOTO Jtria OVIB;
U3MEHEHHUS CIyKeOHBIX JaHHBIX JTI0JDKHOCTHOTO Jinia OVB;

UCKJIIOUEHHMS NOJDKHOCTHOTO Jnna u3 OUB.

® [porecc npeaocTaBIeHNs TIOMHOMOUHIT PacCMOTpeH B paszene 3.4

VYueTHas 3anuch ObIBIIET0 A0JHKHOCTHOTO Jniia octaérest B ECUA B peructpe dusnueckux nuu. boiBimee
JOJDKHOCTHOE JIULO MOXKET MPOJ0JIKATh HCIIONb30BaTh CBOIO yueTHYro 3anuch ECHA (Hampumep, Ui MOTydeHUs
roCyIapCTBEHHBIX YCIIYT B 3JICKTPOHHOM BHIE)
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Peructpaumsa gomkHocTHoro nuua OB

OuB

3afBka Ha pErucTpaLm ECHA
OO0IMAHOCTHOTO Nnya

${ 32N.Ccepenc

) Homep sanBkn «Officer
e Managements
nec Homep 3aaBkn
™ o CEPEWC
) CraTtyc 3aaBKK «Requests

1. YIC OUB BebeiBact omnepanuto regofficeranexrponnoro cepsuca OfficerManagement
nepenaéT JaHHbIe JOKHOCTHOTO JIUIIA.

2. DnekTtpoHHbI cepBuc co3naét B ECHA 3asBKy Ha perucTparyo J0DKHOCTHOTO JIUIA H,
IIPU YCHEIHOM CO3/1aHuM 3asBKH, Bo3BpamaeT B UC OVB unenTH(UKATOp 3asBKH.

3. B mpomecce obpadorku 3asBkn ECHUA mnpoBepsieT JOCTOBEPHOCTHh JIMYHBIX JaHHBIX
JIOJKHOCTHOTO  JIMIIA, BBI3BIBAsl AJIEKTPOHHBIE CEPBUCHI cooTBeTcTByomux OUB,
3apeructpupoBanapie B CMDB. Ecnmu Bce mpoBepkm mpoiaensl ycmemuo, ECUA
peructpupyer nobkHocTHoe juno OVB u u3MeHseT crtaryc 3asBKM Ha «YCHEIIHO
BBINTOJIHEHAY.

4. UIC OUB sBe3pIBacT omeparuio getStatussnexrponnoro ceppuca Requestn mepemaér
UICHTH(PUKATOP 3aSBKH.

5. DIeKTpoHHBIN cepBHC BO3BpAIllaeT TEKYIHH cTaTyc 00pabOoTKH 3asBKU.

M3meHeHMe cnyxebOHbIX AaHHbIX AOMMKHOCTHOro nuua OB

1. IC OMB BemeiBaer onepanuio  modifyOfficer  smextporHOoro  cepsuca
OfficerManagemenit nepenaét 1aHHBIE JOJDKHOCTHOTO JIUIIA.

2. DnexTpoHHBIH cepBuc co3aaéT B ECHA 3asBKy Ha M3MEHEHHE JaHHBIX JIOJHKHOCTHOTO
muna u Bo3epariaer B UC OB unenTHGUKATOD 3aIBKH.

3. ECHA usmenseT ciykeOHbIE JaHHBIC 3aPErHCTPUPOBAHHOTO JTOJKHOCTHOTO Jnita OVIB)
U U3MEHSIET CTaTyC 3asBKH Ha «Y CIIEIIHO BBHIOJIHEHA.

4. IC OUMB BeBbIBacT omnepaiuio getStatussnektporHoro cepBuca Requestu mepemaér
UICHTH(PUKATOP 3aSBKH.

5. DIeKTpOHHBIN CepBHC BO3BpAIaeT TEKYIIHHA cTaTyC 00pabOTKH 3asIBKH.

29



UcknioyeHne pomxHocTHoro nuua ns OUB

1. IC OHMB BeseBact omepanuto  dismissOfficer »smekrponHoro  ceppuca
OfficerManagementu mnepenaét wunentudukarop ¢usmyeckoro mmna (CHUJIC) n
uneHTuukatop OVIB, B xoTOpoM nMaHHOE (HU3MUECKOE JIMIO SBISIETCS JOKHOCTHBIM
JIMLIOM.

2. DnextpoHHBIH cepBuc co3naét B ECHA 3asBKy Ha HCKIIIOUEHHE JTOJDKHOCTHOTO JIMIIA U3
OVB u Bo3Bpamaetr B UC OVIB unentudukarop 3asBKu.

3. ECHA ucxirouaer nosxHocTHOE auno U3 OVIB 1 oT3bIBaeT €ro nNoJHOMOYHS B JAHHOM
OI/IBS, HU3MEHSET CTATyC 3asBKU HA «Y CIIEIIHO BBITIOJTHEHA.

4. IC OUMB BeBbIBacT omnepaiuio getStatussnektporHoro cepBuca Requestu mepemaér
UACHTU(DUKATOD 3asIBKH.

5. DIeKTpOHHBII CepBHUC BO3BpAIaeT TEKYIIHHA cTaTyc 00pabOTKH 3asIBKH.

3.3 dopmupoBaHue U BegeHue peructpa

MHOPMALMOHHbIX CUCTEM

®opmupoBanue u Beaenue peructpa MC BrirodaeT cienyromue oneparim:
" CO3JIaHME 3alUCH B PErUCcTpe nHPOpMaMOHHBIX cucteM (perucrparms UC);
" W3MEHEHHE 3alliCh B perucTpe MHPpopMannoHHbIX cucteM (m3meHenne nanubix MC);

" HCKJIIOYEHHE 3aUCH U3 perucTpa HHpopMannoHHbIX cucteM (yaaienue qanubix 06 HC).

Peructpauusa UC

Peructparmus WC Bemonnsercss 1o 3asBke OVIB, sBasiomerocst omepaTopom
peructpupyemoit IC. OVIB mpeaBaputenbHO 0/KeH ObITh 3apeructpupoBad B ECHUA (cwm.
paznen 3.1).

B ECUA nomxubl 6bITh 3apeructpupoBanbl C, KoTopble:

» ucnoap3ytor ECHMA kak mocraBmmk uaentudukanuu (Identity Provoder) s
uAeHTADHUKAIIMK U ayTeHTH()UKAIIUH TToJIb30oBaTeneit (cM. pasaenst 2.2, 2.3 [Ipunoxenue
B, Ilpunoxenue I');

" HCHOJB3YIOT AeKTpoHHbIe cepBUCchl ECHUA (cMm. pasnensr 3.2.2, 3.4.2]Ipunoxenue A)

8 [pouece mpegocTapIeHNS MOTHOMOYHIT pacCMOTpeH B paznene 3.4
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PCFI/ICTpaLII/ISI I/IH(I)OpMaI_II/IOHHBIX CUCTEM IIPOU3BOJUTCA CICAYIOIIHUM 06pazoM:

ouB JanBKa Ha Onepatop ECHUA
perncTpayuo UG

M CeEPTHDWMEATEI
Y¥NoNHOMOou. P Eﬁlgl}

AON¥HOCTHOE -
NHLUo

YEeQoMNeHWe o
pervcTpaymm,

MHEMOHWYECKWE ECUA

1o HaumeHoBaHWAa MC w

MOHOMOYKIA

1. OB (onepatop UC) nomaér omeparopy ECUA 3as6xy na nooxniouenue HC (popma
3asBku mpuBeneHa B Permamente) k ECHA. 3asBka 1o/kHA OBITH YTBEpIKICHA
YIOJHOMOYEHHBIM 3aMectuTeneM pykoBomutenss OWB wu  nmomkHa copepxkarb
clelyIolue JaHHbIe:

— mgamMmeHoBanue UC;
— cBegenus 06 onepatope UC:
— H"auMeHoBaHue OUB;
- OI'PH;
—  CBeJIEHUs O JIUIIE, OTBETCTBEHHOM 3a dKcruryaTaruio NC:
-  OUO;
—  JIOJDKHOCTB;
— TtenedoH;
- Email.
— (ommumoHankHO, ecnH IUIAHUPYETCsl MCHOJB30BaTh (yHKnmoHansHocTh ECHUA 1o
YIPABJICHAIO MOTHOMOYHSIMHI) CITHCOK TIOTHOMOUHIA® B hopMare:
—  Ha3BaHHe [TOJIHOMOYHS Ha PYCCKOM SI3BIKE.

2. OUB (omeparop UC) nepenaér oneparopy ECUA mudposoii ceprudurar UC B popmarte

X.509Bepcun 3, anroput™m RSA, nimmHa kimoua 10246wur.

3. Peructpanus MC ocymecTBasieTcsl B COOTBETCTBHH ¢ PernameHToM.

® Crimcok moHOMOuHi onpeensercs creudukoit cucteMsl (cM. paszen 3.4.1).B kauecTBe mpuMepa MOXKHO B3ATh
CUCTEMY HOPMATHUBHO-CIIPaBOYHOU nHpopManun Hekotoporo OUB. [l Takoi cUCTeMBI B Ka4eCTBE TTOJIHOMOYHI
MO>KHO, HalpUMep, 3aJaTh CIEAYIONe NOTHOMOYMS: 8e0eHUe CNPABOYHUKO8, YeHUe CNPABOYHUKOE.
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IS

. B pesynbrare ycnemmuoro ucnonaenus 3asBku MC wm crnpaBounuk momHomounii MC
3aperucTpUpOBaHbl B peructpe uHpopmanuoHHBIX cucteM, UC U ee MOTHOMOYHSIM

1
IMPpHUCBOCHLI I/II[eHTI/I(I)I/IKaTopBI (MHCMOHI/I‘IGCKI/IC HanMCHOBAHUA 0)

MU3meHeHue aaHHbIX UC

1. OB (onepatop MC) momaér omeparopy ECUA 3asexy na usmenenue oannwvix HC
(bopma 3asBkm mpuBeneHa B Perimamente) B ECHUA. BasBka q0oKHA OBITH YTBEpPXKICHA
YIIOJTHOMOYEHHBIM 3amecTuTelieM pykoBomutens OVIB m momkHa copepkaTh Te Ke
JAHHBIC, YTO U 3as6Kka na pecucmpayuro MC (popma 3asBku npuBesicHa B PerimamenTe) B
ECHA.

2. N3menenune ganabix 06 MC ocymecTBiasieTcss B COOTBETCTBUU ¢ PermameHToOM.

3. B pesynprare ycHemrHOTO HWCIOJHEHHUS 3asBKH W3MeHeHws aaHHbIX MC BHeceHBI B

PErUCTp I/IH(I)OpMaI_II/IOHHBIX CHCTCM.

YpaneHue aaHHbIX 06 UC

1. OUB (omeparop MC) momaér omeparopy ECUA 3asexy na yoanenue oamnvix 06 HC
(bopma 3asBkM mnpuBeneHa B Periamente) m3 ECHA. 3asBka J0JDKHA COJIEPKaTh
ONMCaHWEe TPHYUHBI (Hampumep, mpekpaimeHue skciuryatanuu MC) u 1o/mKHA OBITH
YTBEPKJICHA YIIOJTHOMOYEHHBIM 3aMmecTuTesieM pykooautens OUB.

2. Ynanenne nanupix 00 MIC ocymecTBiseTcss B COOTBETCTBHH ¢ PernameHToM.

3. B pesynbTaTe yCHemHoro NCIOTHEHUS 3asIBKHU:
—  Bce mpeaocTaBiieHHbIe Tosib3oBaTesiM ECUA nmomHomouns nanuoit MC oTo3BaHsr,

— narnble 00 MC ynaneHs! U3 peructpa HHPOPMAIMOHHBIX CHCTEM.

3.4 BepgeHue noNMHOMOYMU AOMKHOCTHbLIX nuy OUB

Benenne moiHoMounii JOKHOCTHBIX JIMI] BKJIFOYACT CJICAYIOIIHMEC OIICpalluH.
" MPpEAOCTABJICHUE IIOJIHOMOYMA JOJDKHOCTHOMY JIMITY,
® OT3bIB IIOJJHOMOYHS Y JOJKHOCTHOI'O JIMIIA,

" IOJIly4yC€HHEC I/IH(I)OpMaI_II/II/I 0 IPCAOCTABJICHHBIX JOJDKHOCTHOMY JIMIY IMOJIHOMOYHIX.

Y Ecmn UC 6buta paHee 3apeructpupoBaHa B CM3OB, To coxpaHsieTcs npucBoeHHas eii npu peructpaunu B CMOB
mHeMoHuka MC
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3.4.1 Tunbl nonHomounn B ECUA

B ECHUA BbiiesieHO ABa THINA TOJHOMOYMMA TODKHOCTHBRIX jun OWIB, otpaxaromux

crielupUKy BBIIOJIHEHHUS OINEPAlUi MO0 WX MPEAOCTABICHUIO/OT3bIBY M MPEIOCTABICHHIO

I/IH(I)OpMaI_II/II/I O IIOJIHOMOYMSIX .

0a30BbIC OJIHOMOYHS JOJDKHOCTHBIX JIUIT,

IOJIHOMOYHUS JOJIXKHOCTHBIX JIMI B OTHOIICHHUHU CUCTEM.

Ba3oBble nonHomMouus

bazoBble moIHOMOUMS JTOJKHOCTHBIX JIUI] BKJIFOYAIOT CIIEAYIOIINE ITOJTHOMOYHS
MOJIHOMOYHE admunucmpamopa npoguis OUB;

MIOJIHOMOYHE HA NOONUCAHUE MEHCEEOOMCMEEHHO20 3aNpocd,

II0OJIHOMOYHE Ha npedocmasiienie omeema Ha Medlc6e00MCMEEeHHblU 3anpoc;,
IIOJIHOMOYHE HA noonucanue pe3yibmama OKa3anus yciy2u.

Nupopmanmonnsie cuctemsl OVB, 3apeructpupoBannasie B ECHUA, MOTyT HCITOB30BaTh

anekTpoHHble cepBuchl ECHMA 1 mpemocTaBieHus W OT3hIBa 0a30BBIX  IMOJTHOMOYHUHN

JOJDKHOCTHBIM JIMIIaM CBOCTO OlB n JJI TIOJTYyYCHU A I/IH(I)OpMaI_II/II/I 0 0a30BBIX IOJHOMOYMSIX

JOJKHOCTHBIX JIAIL CBOETO U JH00BIX pyrux OMB.

Oco0eHHOCTH BBIIOJIHEHUS Ollepaliid ¢ 6a30BBIMU TTOJIHOMOYHSIMU:

orepanus 1O TPEAOCTaBICHUIO/OT3bIBY 0a30BBIX ITOJIHOMOYUN JIOMKHOCTHOMY JIHILY
OMB MoXeT OBITh BHIMOJHEHA TOJIBKO OT UMEHU  AOMUHUCIPAMOpPa Npoghuiisi TOTO e
OWUB wmimu Briecrosmero OVB;

oriepanys 1Mo MOJYYeHUIO0 HH(OpMAIH O 0a30BBIX IMOJHOMOYHSX JOJDKHOCTHOTO JIHMIIA

ONB moxeT ObITh BBIIIOTHEHA OT UMEHU admuHucmpamopa npoguis nrodoro OUB.

MonHoMo4YUs B OTHOLIEHUU CUCTEM

[TostHOMOYMS B OTHOILIIEHUH CUCTEM OIpeNEIsIOTCs onepaTopaMu cooTBeTcTByomux NC

CJIETYIOIKM 00pa3oMm:

1.

Ecin npu mnomaue 3asBku Ha peructpanuto MC onepatop MC BkiIouua B 3asiBKY
nepeders nosHoMounmit MC, to omeparop ECHUA cozmaér B ECHA cnpaBodHHK
nojiHomounit MIC.

[Tocne perucrpanuu MC u co3maHus crpaBoYHHMKA ToJjHOMOuwHid, omepatop MC (ero
UHPOpPMAIIMOHHAS CHCTEMa) MOXKET HCIOJIb30BaTh 3JIEKTpoHHBIe cepBuchl ECUA mms

BBITIOJTHEHUS! OIIEpalliii ¢ TOJTHOMOYMSIMU B oTHolIeHuu coeit MC.
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Oco0eHHOCTH BBITIOJIHECHUS onepaunﬁ C IIOJJTHOMOYHSIMU B OTHOIICHUU CUCTEM.

11
® BCC OoIcpaluu ~ C IIOJHOMOYHUAMHU B OTHOLICHHUHA CUCTEM MOIL'YT OBIThH BBIIIOJHEHBI TOJHKO

OT WMEHH aomunucmpamopa npoguis OWB, ssrstomerocs omepatopom WC, wmm

aomunucmpamopa npoghuis Beimectosmero OVB.

B kauectBe npuMepa JJid MOSACHCHUSA UCITIOJIb30BAHUA IIOJJHOMOYHMM B OTHOILICHUH CUCTEM

MpPUBEAEM CIEAYIOIUN CleHaphii HCIHOJIb30BaHUSI IMOJHOMOYUN MpH MEXBEIOMCTBEHHOM

B3aNMOJICHCTBUH.

[IpenBapuTeNibHbBIE YCIOBUS ISl peaId3alliy CLIEHAPHUSL:

» OMUB-1 3aperucrpuposan B ECUA (cm. pazmen 3.1).

= OUB-1 ssasercs omepatopom MC-morpedutens. OUB-1 3apeructpupoBan B ECUA

NC-norpebutens (cM. pazaen 3.3).

* Anmunuctparop npopuns OVB-1 3apeructpupoBan B ECHUA mnonwszoBatens /[JI-1 B

KauecTBe JonKHOCTHOTO tuiia OMB-1 (cm. pasmen 3.2)

» OMUB-2 3aperucrpuposan B ECUA (cm. pazmen 3.1).

* OUB-2 sBusercs omepatopoM MC-mocraBmmka. OVIB-2 3apeructpupoBan B ECHA

NC-nocraBmuka u crnpaBoyHuK mnoigHomounid MC-mocraBmiuka.

mojiHOMoun# ecth motHomoune [1JIH-2 (cm. pazaen 3.3).

B cnpaBouHuke

Cuenapuii:
1. 3aABka Ha
QunB-1 npejocTaBneHine ounB-2
NONHOMOYNI AQMUH.
d npoduna
3. 3anpoc anA 3. 3anpoc anAa |
a WMC-nocTaewnka WMC-nocTasuwuka
OM¥HOCTHOE &
nuuo e nc e
an-1 7.0TEeT Ha zanpoc | NOTpeduTens 7. OTeeT Ha 3anppc LR
5. 3anpoc Ha nonydeHne 6. Mhchopmauna | 5 Mpeao-
nHpopMauMK O 0 NONHOMOYIAX u:%'aanewe
NONHOMOYHAX A OMHHOCTHOMD NONHOMoUM
A OM#HOCTHOMD NUUA nuua
L 4 L
3N. cepEMC
9. McknioueHne «AuthorityManagements
n‘:‘g;““' nc 711 u3 OWB-1

npY yBoNEHEHWK

L 4

2n. cepenc
«OfficerManagements

ECHA

M TIpenocTaBnenue 1 OT3bIB MOTHOMOYHIA, TIOMyYeHH e HHPOPMALIMH O MPEIOCTABICHHBIX TOTHOMOUHSX
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OUB-1 3anpocun y OWB-2 mpenocraButh momxHocTHOMY Jjuily JJI-1 w3 OMB-1

nostaoMmoune [1JIH-2 B otHomennu MC-mtoctaBmuxa.

. AnMmuHHCTpaTOp npodus OlB-2, HCIIOJb3YS JJIEKTPOHHBIN CepBUC

AuthorityManagement cfr. pasmen 3.4.2), mpemoctaBmi mojaHomouwme [1JIH-2

nospkHOcTHOMY Juity OVIB-1.

3. JI-1 c ucnons3oBanuem MC-notpedburens nanpaniser 3anpoc MC-nmoctaBIuky.

4, I/IC'HOCTaBH.[I/IK H3BJICKACT U3 3alpocCa CBCACHUA O NOJKHOCTHOM JIMIC, OTIIPABUBIICM

3arpoc:

— wuneHTH(UKATOp NOJB30BaTeNs Kak pusuueckoro nuna — CHUJIC;

— uaentuduxkatrop OB, B KOTOpOM MOIB30BATENb SIBISETCS JODKHOCTHBIM JTUIIOM, —
OI'PH.

N C-niocTaBImuK, UCIONB3Ys 3JSKTPOHHBIN cepBrc AuthorityManagementiamnpasisier B

ECHA 3anpoc Ha nonyueHre HHGOPMAIUU O TIOJTHOMOYHUSX MOJIB30BaTENsI B OTHOIIICHUH

NC-nocrapmuxka.

ECHUA mnepenaér B MC-mocTaBIuK JaHHBIE O TOM, YTO JOJKHOCTHOe juio OMB-1

oOnamaer nmomHoMouneM I 1JIH-2.

NC-noctraBmuk Ha ocHOBaHMM monxydyeHHbIX u3 ECHUA maHHBIX O MOJTHOMOYHSIX

JIOJDKHOCTHOTO JIMIIa aBTOPU3YET 3anpoc AobkHOocTHOrO auna ONB-1.

8. Cuyctsa mexotopoe Bpems JIJI-1 yBompasieTcs uz OVIB-1.

9. Amvunuctparop npodmis ONB-1 B8 ECUA mnpu yBombHeHmm J[JI-1 wmckimrodaeT ero

10.

yuetHyto 3anuck u3 ONB-1. ECUA aBTomaTndecku o13biBaeT Bce nmonHomouns J{JI-1, B
TOM 4YHCJIe U TOJIHOMOYHS B oTHOIeHUU M C-ocTaBiuka.

JIUI-1 6ompIne HE MOXKET MOTYYuTh AocTyn K MC-mocTaBImuKy.

3.4.2 BepeHue NoTHOMOYMMU AOMKHOCTHbLIX nuy OUB ¢ nomMowbio

3NeKTPOHHbIX cepBucoB ECUA

I[J'ISI BEJICHUS IMOJTHOMOYMNA JOJKHOCTHBIX JIHIL] (62130BBIX MOJJTHOMOYH U IIOJJHOMOYHHN B

OTHOIICHUH CHUCTEM) CJIeIyeT MCII0JIb30BaTh CIICIYIONINE 3JeKTpoHHbIe cepBruchl ECHA:

AuthorityManagementcfs. pazien A.4);
Requestdm. paznen A.3).

OnektponHble cepBuchl ECHA sBnsitoTcsl crnenuain3upoBaHHBIMU CEpBUCaMH, HE

otHocsimumucss kK CMDB m paboTraromumul 10 CTaHIAPTY BBI30BAa AJIEKTPOHHBIX CEPBUCOB

ECHA. Onucanue snextpoHHbIX cepprcoB ECHUA pasmemeno B pa3aene [punoxenne A.
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Jlanee paccMOTpeHBI CIIEHApUU HCIOJIb30BAaHUS AJIEKTPOHHBIX cepBucoB ECUA ms
BBITIOJTHEHUS OTIEPAIUi MO MPEIOCTABICHUIO/OT3BIBY MTOJIHOMOYUN U MOJyYSHUIO HH(pOpMAaIiu

0 IPCAOCTABJICHHBIX IMOJIHOMOYUAX.

MNpepocTaBneHue NOSTHOMOYMUSA AOJMKHOCTHOMY NuULy

1. IC OKB BeBBIBacT omeparnuio  grantAuthority siekTpoHHOro  cepBuca
AuthorityManagementa nepemaér upentudukarop monb3oBatenss ECHUA, xotopomy
HY)KHO TPEJOCTaBUTh ITOJIHOMOYME W WICHTH()UKAMOHHBIC JaHHBIC ITOJHOMOYHS,
KOTOPOE HY>KHO IPEI0OCTABUTh.

2. DnexTpoHHBIH cepBuc co3aéT B ECHA 3asBKy Ha mpeaocTaBiIeHUe MOJIHOMOYHUS U, TIPH
VCIICIITHOM CO3JIaHu| 3asBKH, Bo3BpamiaeT B UC OVIB uneHTH(HKATOD 3a5BKH.

3. Ilpu ycmemHOM BBINOJIHEHUH 3asBKU CTATyC 3asBKA HM3MEHSETCS Ha «YCIENIHO
BBINTOJIHEHAY.

4. IC OUMB BeBbIBacT omnepaiuio getStatussnektporHoro cepBuca Requestu mepemaér
UACHTU(DUKATOD 3asIBKH.

5. DIeKTpOHHBIN CepBHUC BO3BpAIaeT TEKYIIHHA cTaTyc 00pabOTKH 3asIBKH.

OT3bLIB NONIHOMOYMS Y AOIHKHOCTHOIO Niua™™

1. IC OHWB BemeiBaeT omepanuio  revokeAuthority siekTpoHHOro  cepBhca
AuthorityManagemenu nepenaér maentudukatop monb3oBatenss ECHA, y kortoporo
HY)KHO OTO3BaTh IOJIHOMOYHE W HJICHTH()UKAIMOHHBIC JTaHHBIC MOJHOMOYHS, KOTOPOE
HY)KHO OTO3BaTh.

2. DnektponHbIi cepBuc co3aaéT B ECHA 3asBKy Ha OT3bIB TOJITHOMOYHS U, TIPH YCIEITHOM
co3aaHum 3asBKH, Bo3BpamaeT B IC OVIB nnenTudukaTop 3asBKy.

3. Ilpy ycHemHOM BBIMOJIHEHUM 3asBKH CTATyC 3asABKA M3MEHSETCS Ha «Y CIEIIHO
BBIITOJTHEHA Y.

4. UC OUNB BeBeBaeT getStatus smektporHoro cepBuca Request u mnepemaér
UICHTH(HUKATOP 3aSBKH.

5. DIeKTpOHHBIN CepBHUC BO3BpAIaeT TEKYIIHHA cTaTyC 00pabOTKH 3asIBKH.

ﬂonyquue MHqJOpMaLIVIM O NOJTHOMO4YUAX AOJTKHOCTHOIO nuya

Jliist monmyvenus HPOpManuu 0 6a30BbIX MOJTHOMOYHSX TOJKHOCTHOTO JIUIIA:

12 ECHA Takke aBTOMATHUECKH OT3BIBAET BCE TIOTHOMOUMS JIOJKHOCTHOTO JIMLA NpU UcKroueHuu ero uz OB
(cm. paznen 3.2).
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1. UIC OMB sBeBeBacT onepamnuio getBaseAuthority smekrponHoro  cepsuca

AuthorityManagementu mnepenaér wunentudukarop mnonb3oBarens ECHUA, OI'PH
opraHu3anuy (B KOTOPO# MOJIB30BATENb SIBISIETCS TODKHOCTHBIM JIAIIOM).

. DJEeKTpOHHBIA CEpBHC BO3BpAIAET IE€pPEUCHb OA30BBIX IOJHOMOYUN yKa3aHHOI'O
I10JIb30BATEIIS.

I[J'ISI IMOJIYyUCHU A I/IH(I)OpMaI_II/II/I O IIOJJHOMOYHAX JOJIZKHOCTHOI'O JiMIla B OTHOIICHUHU

CHCTCMBI.

1. UIC OVB BemeBaeT omepanuio getSystemAuthority smekrponHoro ceppuca

AuthorityManagementu mnepemaér wunentudukarop mons3oBatenss ECHUA, OI'PH
opraumzandd (B KOTOpOW  IMOJB30BaTedb  SIBISCTCSA  JOJDKHOCTHBIM  JIUIIOM),
UIEHTH()UKATOP CHCTEMBI.

. DIIEKTPOHHBIN CEPBUC BO3BpAIAET TIEPEUCHD MOJTHOMOYHI YKA3aHHOTO TTOJIB30BATEIS IO

OTHOIICHUIO K YKaSaHHOﬁ CHCTEME.
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4 Wcnonb3oBaHue ECUA npu
B3anmMoaencTBmMn MHPOPMaALMOHHbIX
cuctem ¢ ucnonb3opaHmem CMOB

B cootBerctBum ¢ . 1.4 @) [onoxenus, ECA ucnonb3yercs mpu MeXBEIOMCTBEHHOM
AJIEKTPOHHOM B3aUMO/ICUCTBUM.

B texymem paznene paccmorpeno, kakum oopa3zom B ECHA ocyrmecTBisieTcs:

— peructpanus WHOOPMAIMOHHBIX CHCTEM, B3aUMOJECHCTBYIOIIUX C HCIOJb30BAHHEM

CMDB;

— aBTopu3anusd I/IH(bOpMaI_II/IOHHBIX CUCTEM IIPpHU MCKBCIOMCTBCHHOM B3aMMOJICHCTBHH.

4.1 Perncrpauma MH(popMaLUOHHbIX CUCTEM

Peructpammus WIC, wucnonp3yromeit amekTpoHHble cepBuchl CMDB, BeImoNHIETCS
omeparopom CMDBOB B cooTBercTBHM ¢ «Pezramenmom 63aumooeticmeus YuacmHuxkos
ungopmayuonnozo e3aumooeticmeus, Onepamopa eOuUHOU CUCMEMbl MeH8e00MCMEEHHO20
NeKMpPOHHO20  63aumooelicmeuss U Onepamopa  sKkcniyamayuu — UH@GpAcmMpyKmypbl
9/IeKMPOHHO20 NPAGUMENILCMEA NPU OP2AHUZAYUU MEeHCEEOOMCMBEHHO20 63AUMOOeliCmEUs ¢

UCNONBL30BAHUEM eOUHOU CUCMEMbL MEHCEEOOMCMBEHH 020 INIEKMPOHHO20 B83AUMOO0CUCMBUI.

4.2 UpeHtudmkauusa, ayteHTUdunKaumsa, aBTtopusauus
MH(POPMALMOHHBLIX CUCTEM NPU
MeXBeOJOMCTBEHHOM B3auUMOOEeNCTBUM C

uncnonbn3osaHuem CMOB

[Tpu B3aumopetictBun UC-motpedbutens ¢ MC-moctaBimkom ¢ ucnoias3oBannem CMOB
cepBuc perinamentanuu gocryna CMOB nocnenoBaTebHO BBIMOIHSET CIAEAYIOIIME ONEpalni,
cBsi3aHHbIE ¢ uaeHTuukanueit UC-norpedurens:

1. CepBuc permamentanuua jgoctyma CMDB (mamee — CPJI) BBITOTHSET POBEPKY
cootBeTcTBUA DI mepenaBaeMmoMy cooOIIEHUTO.
2. CP]I B3aumopeiictByeT uepe3 ECUA c cepBucom mpoBepku dekTporHOU moanucu MC

['VI] nns mpoBepku neiictBuTenbHOCTH cepTudukara DI1.

3. CPJI Bomonnsier koHTpoib Aoctyna MC-motpeburens x MC-nocraBmuky. [[ns storo

CPJI B3aumMopeiicTByeT ¢ cepBHCOM MTpoBepKH MpaB goctyna ECHA.
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4. Cepsuc npaB noctynma ECHUA ocymectsiser nmpoBepky Hamuuus B peructpe MC ECUA
3anucu 06 VC u npenocrapisier HHGOPMALIUIO O €€ TTOJTHOMOYHUSIX.
5. Ha ocnoBanuu s1oit unpopmanuu CPJ] aBropuzyer UC-notpeburens.

CMDB BrINIOTHSET JATbHEHINNE ATy 1Mo Tepeaade coodmeHus: C-moctaBmuky.

Penaxtuposanne nomnomounmit MC-morpebuteneii CMOB BeimonHsieTcs onepaTopoM
CMDB uepe3 3ammiménnblil koHTyp Texnoprana CMOB.

Nupopmanus o mnomHOoMoumsx MC-morpebuteneit K 3JIeKTpoHHBIM cepBucam WC-
[IOCTaBIIMKA YKa3bIBaeTCs MOCTaBIIMKOM cepBuca AaHHoW MC B macnopre 3J€KTPOHHOTO

cepBuca u nepegaercs oneparopy CMOB.
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NMpunoxeHue A. OnNeKTpoOHHbIE CepBUCHI
ECUA

A.1 ABTOpM3aLUSA NpPU BbI30OBE 3NEKTPOHHbIX

cepBucoB ECUA

[Ipu BBI3OBE A71eKTPOHHBIX cepBrcOB ECUA BBITIONHSIETCS aBTOpU3AIKs B COOTBETCTBHH
CO CJIeIYIOIIMMH ITPaBUIIAMHU:

* Bros moboro anekrpoHHoro ceppuca ECHA npousBoauTcs 0T IMEHH ONPEIEIIEHHOTO
JoypxHOCTHOTO Jnia OVB.

» [Ipu BeIBOBe MOOBIX omepanuii snekTpoHHOro cepsuca OfficerManagement
BBITIOJTHSIETCS TTPOBEpKa, 4To JoikHOcTHOe Jjuio OVIB, Be3bIBatolee cepBuc, obiagaet
MOJTHOMOYHSIMU aodmunucmpamopa npogpunsi OUB B pamkax toro OWB, B xoTopom B
paMKax oIepaIy perucTpupyeTcs/u3MeHsIeTCs/MCKITI0YaeTCs JOJKHOCTHOE JTUIIO.

» [Ipu BBI30Be Omneparmii aeKTpoHHOTO cepBuca AuthorityManagement:

— TIpH BBI30BE JIFOOBIX OIEpaIlyii ¢ TOJTHOMOYHSMHA B OTHOIIIEHUU CHCTEM BBIMOTHSIETCS
mpoBepka, 4Yro jAokHocTHoe usmno OVIB, BeBbIBatomee cepsuc, o0JaaaeT
MMOJTHOMOYHUSMH ~ aomuHucmpamopa npoguis OHB B pamkax Ttoro OWB, «k
nH(pOpMaATMOHHON cucremMe KOTOPOTO B paMkax oreparun
PeAOCTaBISIETCS/OT3BIBACTCS TIOJTHOMOYHE JIOJKHOCTHOTO JIMIA MJIH 3aIlpariiBaeTCsl
rH(pOpMAIIHS O MTOJTHOMOYHSX JTOJDKHOCTHBIX JIUII K TAHHOM CHCTEME;

— TpU BBI30BE OMEpaldii 1O MPEeIOCTAaBICHUIO/OT3bIBY 0a30BBIX ITOJHOMOYHUI
BBINIOJIHSIETCSL TIpOBEpKa, 4TO JoipkHOcTHoe o OWB, BeI3bIBarolee cepsuc,
o0JaaeT MOJTHOMOYHSAMU aomuHucmpamopa npoguisi OUB B pamkax toro OVIB, B
KOTOPOM JOJDKHOCTHOMY JIUITY TIPEIOCTABIISIOTCS/OT3BIBAIOTCSI 0230BBIE TOJTHOMOYHS;

— TpU BBI30BE OINEpanuil MO TOJIY4YeHWIO HHGoOpMAmH O Oa30BBIX MOTHOMOYHSIX
aJIeKTpoHHOTO  cepBuca AuthorityManagement BeimosiHsSeTCS TPOBEpKa,  UTO
noikHocTHOe Jymno  OVIB, Be3bIBatoliee cepBuc, 00JaaeT  IMOJTHOMOYHUSMHU
aomunucmpamopa npoghuis 1ob6o2o OHUB.

* Jlpu BBI3OBE omepaluii 31eKTpOHHOro cepBuca RequestBbIIoIHSETCS MpPOBEpKa, UTO
nopkHocTHOe Jsnio OVIB, BbI3bIBaromiee cepBHC, SIBISETCS BJaJENbLEM 3asBKH, IO

KOTOpOfI BBIITOJIHACTCS OIlCparus.

B menmsx ocymectBienus cucteMoii ECHUA uaeHTH(QUKAUU — BBI3BIBAIOIIETO

AIIEKTPOHHBI CepBHUC JODKHOCTHOro Jjuna, ero OWB u wuHbopManMoHHOH CUCTEMBI,
40



OCYIIECTBIISIONIEH BBI30B CEPBUCA OT UMEHHU JOJDKHOCTHOTO juiia, B ECYA npemycmoTpeHo nBa
JOCTYITHBIX peXHUMa BBI30Ba 3JIEKTPOHHBIX CEPBUCOB!

* pexuM 1 — c ucnonszoBanueM WS-Securityn HekBaauUIIMPOBAHHOMN 3JIEKTPOHHOM
MTOIITACH UH(POPMAITMOHHON CHCTEMBI B COOTBETCTBHH ¢ aroputMamu RSA, SHA-1;

" pexuM 2 — ¢ ucnoib3oBanneM WS-Securityn HekBanmu(UIIMPOBAHHOM 3IEKTPOHHOM
oJMCH MH(OPMAIIMOHHON CHUCTEMBI B COOTBETCTBUU ¢ airoputMamu RSA, SHA-1,a
TaKXe, JIOTOJHUTENFHON KBAIM(UIIMPOBAHHOW SJIEKTPOHHON mOANKCH, cepTU(UKar
KoTopoi npusHaercs nericteutenbHbM B UC 'Y,

Pexxum 1 peiicTByeT B KauecTBe BPEMEHHOTO H OOYCIIOBIIEH HEOOXOJIMMOCTHIO
o0ecreynTh BO3MOXKHOCTh YIPOIIEHHOTO B3aUMOJICHCTBHSI C 2JIeKTpOHHBIMU cepBrcamMu ECHUA
s mHpopMarmoHHbx  cuctem  (MC  ynpaBnenus mepconanom, MC  ympaBieHus
uaeHTH(GUKAIIMOHHBIMU JaHHBIMUA U Jpyrue VC), pealn3oBaHHBIX C HCHOJIb30BAaHHEM, B TOM
4yucIie, 3apy0eHOTO OOIIEro W MPUKIAJHOTO MPOTPAMMHOTO OOECTIeUeHHsI, HE TTO3BOJISIONIETO
WCIOJIb30BaTh cepTtudunupoBannple B PO amroputmel (GopMupoBaHWS ©  MPOBEPKU

3JIEKTPOHHOU MOAIUCH.

Jnst BeBOBa dnekTpoHHoro cepuca ECHWA wuwHbopManmoHHas cucTeMa JIOJDKHA
copMHpOBaTH COOOIIEHNE BBI30BA, COOTBETCTBYIOIIEE CIEAYIOIINUM TPeOOBAHUSIM:

* MuadopMaImoHHON cHCTEeMON A0JKeH ObITh chopMHpOBaH W JOOABICH K COOOIICHHIO
BBI30Ba OJIEKTPOHHOTO cepBHuca 3aroioBok WS-Security, comepxammit CHUJIC
nomkaoctHoro nuima OMB (B Tokene UsernameTokers artpubyre Username) u
MOJNUCAHHBIM HEKBATU(PUIIMPOBAHHOW JJIEKTPOHHON TMOJMKUCHI0 HWH(DOPMAIIMOHHOM
CUCTEMBI, YCTAaHOBIIEHHOM Ha:

— MeTKy BpeMeHH 3arosioBka WS-Security;
— token WS-Security;
— TeJo cooOImeHusl BhI30Ba AIeKTpoHHOTO cepBruca ECHA.

* VHpopMaIMOHHON CHUCTEMON MO:KeT OBITb CPOPMHUPOBAH H JOOABICH K COOOIICHHIO
BBI30Ba 3JIEKTPOHHOTO cepBHUca 3aroyioBok ESIA, conmepkammii kBanmuduimpoBaHHYIO
AJIEKTPOHHYIO TOJIITNCHh HHPOPMAIIMOHHOM CHCTEMBI, yCTAaHOBIICHHYIO HA:

— 3aromoBok WS-Security;
— TeJo cooOILIEHNs BbI30Ba 3J1eKTpoHHOro cepBuca ECHA.

* HexBammdunupoBaHHasl 3JEKTPOHHAs TOJINKNCH JOLKHA OBITh chopMupoBaHa ¢
ucnosb3oBanueM ceprudukara UC B dopmare X.509 Bepcum 3 amroputma RSA ¢
mmHoM Kimoua 1024 6ut, npeaBapuTenbHO 3apeructpupoBanHoro B ECUA B peructpe
UH(OPMAIIMOHHBIX CHCTEM.
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» KpamudunupoBaHHasi 3JIEKTPOHHAS IMOMIUCH, B CIy4ae €€ YCTAaHOBKH, MOJLKHA OBITh
copmupoBaHa ¢ ucnoib3oBaHueM cepTudukara HWC, mnpoxoasiiero mnpoBepKy
nojymHHOcTH B UC T'VII. IlpenBapurensnas perucrpanus storo cepruduxara B ECUA
B perucTpe NHPOPMAIMOHHBIX CHCTEM HE TpeOyeTcs.

KBamudummpoBanHas u HeKBaTH(pHUIIUPBOAHHAS AIIEKTPOHHbBIE MOJIUCH
MH(POPMAIIMOHHON CUCTEMbl JOJDKHBI OBITH TOMEIeHbl B cooOlieHue B Qopmare
xmldsig. Jlomken wucmonb3oBaThess aaroput™ Xml-ext-c14n kanonukamuzamuun XML-
coobmenuss  Jlns  HeKkBanM(PHUIMPOBAHHONW  SJCKTPOHHOW  TMOMNWCH  JOJDKHBI
uCoJib30BaThes aroput™bl RSAn SHA-1 popmMupoBanus KpAITOrpaduIecKoro XoII |
JIEKTPOHHOU moxanucH. J[nsg KBanupuUIUpoOBaHHON 3IEKTPOHHOU MOANUCH JOJKHBI
ucnoib3oBatkes anroput™bel ['OCT P 3410-2001popmupoBanus 3JeKTPOHHOM HOIHUCH
u 'OCT P 3411 popmMupoBaHus KpUNITOTpaPUIECKOTO X3IMa. 3HAYCHHS SJICKTPOHHOM
MOJIIMCH U KPHUNTOrpaduyecKuX XdII JODKHBI MOMEMIAThCS B COOOIIeHne B ¢opmare

Baseb64.

[Ipumep KOpPpEKTHOTO 3arojioBKa COOOIEHHUs BBI30Ba 3JeKTpoHHOro ceppuca ECHUA

IIPUBCICH HUXKE.

<?xml version='1.0' encoding="UTF-8'?>

<S:Envelope xmIns:S="http://schemas.xmlsoap.org/soa p/envelope/*>
<S:Header>
<esia:Security
xmins:esia="http://esia.gosuslugi.ru/2012/04/ eservice">
<dsig:Signature xmlns:dsig="http://www.w3.0rg /2000/09/xmldsig#">

<dsig:Signedinfo>
<dsig:CanonicalizationMethod

Algorithm="http://www.w3.0rg/2001/10/xm I-exc-c14n#"/>
<dsig:SignatureMethod

Algorithm="http://www.w3.0rg/2001/04/xm Idsig-more#gostr34102001-gostr3411"/>
<dsig:Reference URI="#ESIA_WS_SECURITY_HE ADER™>

<dsig:Transforms>
<dsig:Transform
Algorithm="http://www.w3.0rg/2001/10/xml -exc-cl4n#"/>

</dsig:Transforms>

<dsig:DigestMethod

Algorithm="http://www.w3.0rg/2001/04/ xmldsig-more#gostr3411"/>
<dsig:DigestValue>

Brauenme xsma WS- Security saronoexa cooBmenust B dopmare Baseb4

</dsig:DigestValue>
</dsig:Reference>

<dsig:Reference URI="#ESIA_API_CALL_BODY_ REFERENCE">
<dsig:Transforms>
<dsig:Transform

Algorithm="http://www.w3.0rg/2001/1 0/xml-exc-c14n#"/>
</dsig:Transforms>
<dsig:DigestMethod Algorithm="http://ww w.w3.0rg/2001/04/xmldsig-more#gostr3411"/>

<dsig:DigestValue>
BHaueHye XBlla Tejla BHSOBA SJIEKTPOHHOTO cepeuca ECUA B dopmare Baseb64
</dsig:DigestValue>
</dsig:Reference>
</dsig:Signedinfo>

<dsig:SignatureValue>

BHauenue noamnucu B popmare Base64
</dsig:SignatureValue>
</dsig:Signature>
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</esia:Security>

<wsse:Security
xmins:wsse="http://docs.oasis-open.org/wss/2 004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd"
S:mustUnderstand="1"
wsu:ld="ESIA_WS_SECURITY_REFERENCE">

<dsig:Signhature xmlIns:dsig="http://www.w3.0rg/2000 /09/xmldsig#">
<dsig:Signedinfo>
<dsig:CanonicalizationMethod

Algorithm="http://www.w3.0rg/2001/10/x ml-exc-c1l4n#"/>
<dsig:SignatureMethod

Algorithm="http://www.w3.0rg/2000/09/x mldsig#rsa-shal"/>
<dsig:Reference URI="#TIMESTAMP_REFERENC E">

<dsig:Transforms>

<dsig:Transform

Algorithm="http://www.w3.0rg/2001/ 10/xml-exc-c14n#"/>

</dsig:Transforms>
<dsig:DigestMethod

Algorithm="http://www.w3.0rg/2000/09 /xmldsig#shal"/>
<dsig:DigestValue>

BHaueHye XBlla MEeTKM BpeMeHM B popmaTre Base64
</dsig:DigestValue>
</dsig:Reference>

<dsig:Reference URI="#ESIA_API_CALL_BODY _REFERENCE">
<dsig: Transforms>
<dsig:Transform
Algorithm="http://www.w3.0rg/2001/ 10/xml-exc-c14n#"/>
</dsig:Transforms>
<dsig:DigestMethod
Algorithm="http://www.w3.0rg/2000/09 /xmldsig#shal"/>
<dsig:DigestValue>
BHaueHye Xslla Tejla BHSOBA SJIEKTPOHHOTO cepeuca ECUA B dopmare Baseb64
</dsig:DigestValue>
</dsig:Reference>

<dsig:Reference URI="#ESIA_SECURITY_TOKE N">
<dsig: Transforms>
<dsig:Transform
Algorithm="http://docs.oasis-open. org/wss/2004/01/oasis-200401-wss-soap-
message-security-1.0#STR-Transform">
<wsse:TransformationParameters>
<dsig:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2 001/10/xml-exc-c14n#"/>
</wsse:TransformationParameters>
</dsig:Transform>
</dsig:Transforms>
<dsig:DigestMethod
Algorithm="http://www.w3.0rg/2000/09 /xmldsig#shal"/>
<dsig:DigestValue>
BHaueHye xsWwa TokeHa OBesonacHocTM ECUA B dopmare Baseb64d
</dsig:DigestValue>
</dsig:Reference>
</dsig:SignedInfo>
<dsig:SignatureValue>
Brauenne nommmcu WS- Security B dopmare Base64
</dsig:SignatureValue>
<dsig:KeylInfo>
<wsse:SecurityTokenReference

xmlins:wsu="http://docs.oasis-open.org/ wss/2004/01/oasis-200401-wss-wssecurity-
utility-1.0.xsd"

wsu:ld="ESIA_SECURITY_TOKEN">

<X509Data xmlIns="http://www.w3.0rg/200 0/09/xmldsig#">

<X509IssuerSerial>
<X509IssuerName>
CommonNane VII, smmycrusBmero ceprTupmxar RSA
</X509IssuerName>
<X509SerialNumber>
CepuitHenl HoMep cepTudmxara RSA
</X509SerialNumber>
</X509IssuerSerial>
</X509Data>
</wsse:SecurityTokenReference>
</dsig:KeylInfo>
</dsig:Signature>

<wsse:UsernameToken
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xmins:wsu="http://docs.oasis-open.org/wss/ 2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"

wsu:ld="ESIA_SECURITY_TOKEN">

<wsse:Username>

CHMIIC HOMKHOCTHOT'O JMLA, OT MMEHM KOTOPOT'O MAET BHSBOB SJIEKTPOHHOTO cepBuca ECUA (B

dopmaTe XXX- XXX- XXX XX)

</wsse:Username>

</wsse:UsernameToken>

<wsu:Timestamp
xmins:wsu="http://docs.oasis-open.org/wss/ 2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"
wsu:ld="TIMESTAMP_REFERENCE">
<wsu:Created>
BpeMmst bopMmpoBanust coobmenmsi, Hanpumep, 2012-04-04T15: 40: 35Z
</wsu:Created>
<wsu:Expires>
BpeMsI OKOHUYAaHMsI CPOKa HOeNCTBUs coobmenms:, Hanpumep, 2012- 04- 04T15: 41: 35Z
</wsu:Expires>
</wsu:Timestamp>
</wsse:Security>
</S:Header>

<S:Body
xmins:wsu="http://docs.oasis-open.org/wss/2004 /01/oasis-200401-wss-wssecurity-utility-
1.0.xsd"
wsu:ld="ESIA_API_CALL_BODY_REFERENCE">
TeJio COOOWEeHMsT BHSBOBa CepBMCA
</S:Body>
</S:Envelope>

[Ipu nonydyennn coobmmennsi ECUA BbINOIHSET ClieyIOITUE ONepallin:

1. B cimydae Hamuuuss B COOOIICHHHM KBAJU(HUIIMPOBAHHON JJIEKTPOHHOW ITOJIHCH
BBIIIOJIHSIET ~ITIPOBEPKY COOTBETCTBHUSI COOOIICHWMS M €ro  KBaIM(HUIHPOBAHHOU
9JIEKTPOHHOW  TOANHUCH, a TakXke MPOBEpKYy JIeHCTBUTENBbHOCTH cepTU(duKara
KBTM(DUIIUPOBAHHOM DIIEKTPOHHOM mojmucu yepe3 B3aumoeiicteue ¢ UC I'VII.

2. IlpoBepsieT COOTBETCTBHE COOOIIEHWSI W €ro HEKBAIH(DHUIIMPOBAHHON 3IEKTPOHHOU
HIOJIIHCH.

3. Ilposepser, 4TO cepTudUKaT, HCII0JIb30BAaHHBIN JUTSL (bopmupoBaHus
HEKBaTU(PUIUPOBAHHOH 3JIEKTPOHHOM MoAIUCcH cood1enus, 3apeructpuponad B ECHA.
[TpoBepsiet, uTo cpoK AeiCTBUS cooOmEeHns He UcTeK (1o BpeMeHHoi MeTke Expired).
OcymecTBiseT BEIOOPKY MH(POPMAIIMOHHON CHCTEMBI, COOTBETCTBYIOIIECH cepTH]HKATY,
a Takxke omperemsieT 1o wuHpopMarmmoHHOM cucreme ToT OMB, k KoTOpomy
IIPUHAJIEKAT CUCTEMA.

6. BriObupaer u3 3aronoBka cooOmienust ganaele o CHWJIC npomxnoctHOro suna OUB
(roxen UsernameTokemrpudyr Username).

7. BpmosHseT NpoBepKy Hauuuus Yy Jo/bkHOCTHoro smuna OWB  monHomoumit  Ha
BBITIOJTHEHHE 3aIPOIICHHON ONepaluy.

8. BrmonHseT 3ampoIeHHYIO ONEpaluio OT HMMEHH JOJDKHOCTHOTO JIMIla B ciydae
JIOCTATOYHOCTHU €r0 ITOJIHOMOYUH.

9. ®opmupyer OTBET, B KOTOPBI BKJIOUaeT 3aroiioBok WS-Security, moamucaHHbIH
TEXHOJIOTHYECKOW HeKBaIU(UIIMpoBaHHOH anekTpoHHOM noanuceio ECHUA. Coobienue

44



C OTBETOM BBITTIIIHT TaKXe KaK W COOOINCHHE C 3aIpocoM, HO HE COACPKHUT Tora C

tokenoM UsernameToken.

10. B cayuae ecnu 3ampoc anektporHHoro cepBuca ECUA 6b11 cpopmupoBan ¢ nodaBieHueM

KBAIN(DUIIMPOBAHHON 3JIEKTPOHHOU moanucH wHpopmanmuoHHOMW cucteMbl, To ECHA

Tak)Ke IOJIUCHIBACT COOOINEHNE ¢ OTBETOM CBOEH KBaM(HUIIMPOBAHHON 3JICKTPOHHOM

OAIIUCHIO.

OnepaTop HH(bOpMaHHOHHOﬁ CUCTEMBbI CaMOCTOATCIIbHO IMPUHUMACT PCUICHUC, NOJDKHA

JM  ero  HWH(OpMAIMOHHAsS

BEIMIOJTHATE ~ TIPOBEPKY  KBAJTU(UIIMPOBAHHON

HeKBaM(DUIIUPOBAHHOM 3J1eKTpoHHOM moanmucn ECYA B OTBETHBIX COOOITICHHUSIX.

A.2 dnekTpoHHbIN cepBuc OfficerManagement

n

HaunmeHoBaHue DopMHUpOBaHUE U BEJIEHUE PETUCTPA
noJpkHOCTHEIX Jui OB

Kon OfficerManagement

HasHauyeHue Coznianue, U3MEeHEeHHe, ylaleHne 3anucei

peructpa qopkHOCTHBIX Jul] OB B ECUA

A.2.10nepauuun

Onepauusn HasHauyeHue

regOfficer Cosnanne B ECHA 3asBK# Ha pEeruCTpaIiyio
JIOJDKHOCTHOTO JIIa. MeTOo IpUHUMAET Ha
BXOJI TAaHHBIC PETUCTPUPYEMOTO
JIOJKHOCTHOTO JIHIIA.

modifyOfficerData W3mMenenwue Ciry:keOHBIX JaHHBIX

JOJIDKHOCTHOTI'O JIMIIA.

dismissOfficer

Uckmouenune nomxuoctaoro iumna n3 ONB.
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A21.1 Onepauus regOfficer

HaumeHoBaHue Coznanue 3asBKH Ha PETUCTPAIIUIO TOTKHOCTHOTO JTUIIA
Kon regOfficer

HasHauyeHue Coznanue B ECHA 3asBKM Ha perucTpanuio JOIKHOCTHOTO

muna. MeTo1 mpuHUMAaET Ha BXO/J1 JJaHHbIE PETUCTPUPYEMOTO
nomxHocTHOro ymna. Eciu B ECHA yxe 3apeructpupoBan
noss3oBarens ¢ Takum CHUJIC, To B pe3ynbrare BBHITOJTHEHUS
3asBKH €T0 yueTHas 3amuchk OyaeT npucoenuuena k OVB, o

JIMYHBIC JaHHBIC OOHOBJICHEI HE 6y,[[}7T.

BxoaHble paHHble: regOfficerRequest

Koa napameTtpa OnucaHue napameTtpa Ob6s3aTenbLHOCTb
snils CHUJIC +
agencyOGRN OI'PH opranuzaruu +
fullName 014(0) +
gender [Tox +
birthDate Jlata poskacHus +
inn NHH -
passport [Tacnopr rpaxxnanuna PO +
department [Toxpasnenenue -
position JIomKHOCTH -
officialEmail Cry>xeOHbBIN aapec | +
SIIEKTPOHHOW TTOYTHI

description Kommenrapuit -

BbixogHble paHHble: regOfficerResponse
Koa napameTtpa OnucaHue Ob6s3aTenbLHOCTb
requestld Wnentudukatop 3asBKH e

CoobueHue o6 owunbke: fault
Koa napameTtpa OnucaHwme O6sa3aTenbHOCTb

faultElem Wnentudukatop ommoOKu

14

13 Bospaimaercs B ciiyuae yCreIHOro BBIMOTHEHHs BbI30BA
14 Bospparmaercs B cllydae BOSHHKHOBEHUS OLIHOKY TPH 06paboTKe BI30Ba
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A21.2 Onepauua modifyOfficerData

HaumeHoBaHue Coznianue 3asBKM Ha N3MEHEHUE JAHHBIX JOJDKHOCTHOTO JIUIA
OB

Kon modifyOfficerData

Ha3HauyeHue Coznanne B ECHA 3asBKM Ha U3MEHEHUE CIIy>)KEOHBIX JAHHBIX

JOJIDKHOCTHOTI'O JIMIIA.

BxoaHble paHHble: modifyOfficerDataRequest

Koa napameTtpa OnucaHwme O6sa3aTenbHOCTb
snils CHUWJIC +
agencyOGRN OI'PH opranuzanuu +
department [Tonpaznenenue -
position JI0/KHOCTD -
officialEmail CmyxeOHbIit aapec | +
3JIEKTPOHHOU MTOYTHI

description Kommenrtapuii -

BuixogHble gaHHble: modifyOfficerDataResponse
Koa napameTtpa OnucaHue Ob6s3aTenbLHOCTb
requestld WnentudukaTop 3assBKH -

CoobuweHue 06 owmnbkKe: fault
Koa napameTtpa OnucaHue Ob6s3aTenbLHOCTb

faultElem Wnentudukatop omuoOKu -

A213 Onepauusa dismissOfficer

HaumeHoBaHue Coztanue 3asBKYM Ha NCKIIIOYEHME 3alllCH U3 PETUCTpa
JoJKHOCTHBIX Jini OVIB

Kon dismissOfficer

Ha3HauyeHue Coznanne B ECHA 3asBKM Ha OTCOEIMHEHNE YUETHON 3allACU

¢usnueckoro numna or ONB.

BxoaHble paHHble: dismissOfficerRequest

Koa napameTtpa

OnucaHune

ObsA3aTeNbHOCTb

snils

CHUIIC

+

47




agencyOGRN OI'PH opranuzanuu +

BbixogHble gaHHble: dismissOfficerResponse

Kon napameTtpa OnucaHue Ob6s3aTenbLHOCTb
requestld Wnentudukatop 3assBKH -

CoobueHue o6 owunbke: fault
Koa napametpa OnucaHue Ob6s3aTenbLHOCTb
faultElem Wnentudukatop ommuoOKu -

A.2.20nucaHue cepBuca (WSDL)

<?xml version='1.0' encoding='"UTF-8'?>
<definitions xmiIns:wssutil="http://docs.oasis-open.
utility-1.0.xsd" xmiIns:wsu="http://docs.oasis-open.
utility-1.0.xsd" xmiIns:wsp="http://www.w3.org/ns/ws
xmins:wspl_2="http://schemas.xmlsoap.org/ws/2004/09
xmlins:wsam="http://www.w3.0rg/2007/05/addressing/me
xmlins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:tns="http://esia.atc.ru/ws/agency/officerMana
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns=
targetNamespace="http://esia.atc.ru/ws/agency/offic
<wsp:UsingPolicy wssutil:Required="true"/>
<wspl_2:Policy wssutil:ld="defaultpolicy">
<ns1l:AsymmetricBinding xmins:ns1="http://do
securitypolicy/200702">
<wspl_2:Policy>
<nsl:InitiatorToken>
<wspl_2:Policy>
<ns1:X509Token nsl:IncludeT
securitypolicy/200702/IncludeToken/AlwaysToRecipien
<wspl_2:Policy>
<ns1:WssX509V3Token
</wspl_2:Policy>
</ns1:X509Token>
</wspl_2:Policy>
</nsl:InitiatorToken>
<nsl:RecipientToken>
<wspl_2:Policy>
<ns1:X509Token nsl:IncludeT
securitypolicy/200702/Include Token/Never">
<wspl_2:Policy>
<ns1:WssX509V3Token
</wspl_2:Policy>
</ns1:X509Token>
</wspl_2:Policy>
</nsl:RecipientToken>
<nsl:AlgorithmSuite>
<wspl_2:Policy>
<nsl:Basic256/>
</wspl_2:Policy>
</ns1l:AlgorithmSuite>
<nsl:IncludeTimestamp/>
<nsl:ProtectTokens/>
<ns1:0nlySignEntireHeadersAndBody/>
</wspl_2:Policy>
</ns1:AsymmetricBinding>
<ns2:SignedSupportingTokens xmIns:ns2="http
securitypolicy/200702">
<wspl_2:Policy>
<ns2:UsernameToken ns2:IncludeToken
securitypolicy/200702/Include Token/AlwaysToRecipien
<wspl_2:Policy>
<ns2:NoPassword/>
</wspl_2:Policy>

org/wss/2004/01/oasis-200401-wss-wssecurity-
org/wss/2004/01/oasis-200401-wss-wssecurity-

-policy"
/policy"
tadata"
gement/"

"http://schemas.xmlsoap.org/wsdl/"
erManagement/" nhame="OfficerManagerService">

Cs.0asis-open.org/ws-sx/ws-

oken="http://docs.oasis-open.org/ws-sx/ws-
t">

10/>

oken="http://docs.oasis-open.org/ws-sx/ws-

10/>

:/ldocs.oasis-open.org/ws-sx/ws-

="http://docs.oasis-open.org/ws-sx/ws-
">
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</ns2:UsernameToken>
</wspl_2:Policy>
</ns2:SignedSupportingTokens>
<ns3:Wss11 xmins:ns3="http://docs.oasis-ope
<wspl_2:Policy>
<ns3:MustSupportReflssuerSerial/>
</wspl_2:Policy>
</ns3:Wss11>
</wspl_2:Policy>
<types>
<xsd:schema>
<xsd:import namespace="http://esia.atc.
schemalocation="http://172.18.5.127:7001/OfficerMan
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.
schemalocation="http://172.18.5.127:7001/OfficerMan
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.
schemalocation="http://172.18.5.127:7001/OfficerMan
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.
schemalocation="http://172.18.5.127:7001/OfficerMan
</xsd:schema>
</types>
<message name="createOfficer">
<part name="createOfficerRequest" element="
</message>
<message name="createOfficerResponse">
<part name="createOfficerResponse" element=
</message>
<message name="Fault">
<part xmlns:ns4="http://esia.atc.ru/ws/type
element="ns4:faultElem"/>
</message>
<message name="modifyOfficerData">
<part name="modifyOfficerDataRequest" eleme
</message>
<message name="modifyOfficerDataResponse">
<part name="modifyOfficerDataResponse" elem
</message>
<message name="deleteOfficer">
<part name="deleteOfficerRequest" element="
</message>
<message name="deleteOfficerResponse">
<part name="deleteOfficerResponse" element=
</message>
<portType name="OfficerManagement">
<operation name="createOfficer">
<input wsam:Action="createOfficer" mess
<output
wsam:Action="http://esia.atc.ru/ws/agency/officerMa
se" message="tns:createOfficerResponse"/>
<fault message="tns:Fault" name="Fault"
wsam:Action="http://esia.atc.ru/ws/agency/officerMa
[Fault"/>
</operation>
<operation name="modifyOfficerData">
<input wsam:Action="modifyOfficerData"
<output
wsam:Action="http://esia.atc.ru/ws/agency/officerMa
sponse" message="tns:modifyOfficerDataResponse"/>
<fault message="tns:Fault" name="Fault"
wsam:Action="http://esia.atc.ru/ws/agency/officerMa
ault/Fault"/>
</operation>
<operation name="deleteOfficer">
<input wsam:Action="deleteOfficer" mess
<output
wsam:Action="http://esia.atc.ru/ws/agency/officerMa
se" message="tns:deleteOfficerResponse"/>
<fault message="tns:Fault" name="Fault"
wsam:Action="http://esia.atc.ru/ws/agency/officerMa
[Fault"/>
</operation>
</portType>
<binding name="0OfficerManagementPortBinding" ty

n.org/ws-sx/ws-securitypolicy/200702">

ru/ws/types/simple/error/"
ager/OfficerManagerService?xsd=1"/>

ru/ws/agency/officerManagement/"
ager/OfficerManagerService?xsd=2"/>

ru/ws/types/complex/common/"
ager/OfficerManagerService?xsd=3"/>

ru/ws/types/simple/simple/"
ager/OfficerManagerService?xsd=4"/>

tns:createOfficerRequest"/>

"tns:createOfficerResponse"/>

s/simple/error/" name="fault"

nt="tns:modifyOfficerDataRequest"/>

ent="tns:modifyOfficerDataResponse"/>

tns:deleteOfficerRequest"/>

"tns:deleteOfficerResponse"/>

age="tns:createOfficer"/>

nagement/OfficerManagement/createOfficerRespon

nagement/OfficerManagement/createOfficer/Fault

message="tns:modifyOfficerData"/>

nagement/OfficerManagement/modifyOfficerDataRe

nagement/OfficerManagement/modifyOfficerData/F

age="tns:deleteOfficer"/>

nagement/OfficerManagement/deleteOfficerRespon

nagement/OfficerManagement/deleteOfficer/Fault

pe="tns:OfficerManagement">
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<wsp:PolicyReference URI="#defaultpolicy"/>
<soap:binding transport="http://schemas.xml
<operation name="createOfficer">
<soap:operation soapAction="createOffic
<input>
<soap:body use="literal"/>
<[/input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="liter
</fault>
</operation>
<operation name="modifyOfficerData">
<soap:operation soapAction="modifyOffic
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="liter
</fault>
</operation>
<operation name="deleteOfficer">
<soap:operation soapAction="deleteOffic
<input>
<soap:body use="literal"/>
<[/input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="liter
</fault>
</operation>
</binding>
<service name="OfficerManagerService">
<port name="0OfficerManagementPort" binding=
<soap:address
location="http://172.18.5.127:7001/OfficerManager/O
</port>
</service>
</definitions>

soap.org/soap/http" style="document"/>

er'/>

al'/>

erData"/>

al'/>

er'/>

al'/>

"tns:OfficerManagementPortBinding">

fficerManagerService"/>

A.3 OneKTpoHHbIN cepBUC Request

HaumeHoBaHue 3aseku ECUA
Kop, Request
HasHauyeHue [IpoBepka craryca 3asBku B ECUA

A.3.10nepauum

Onepauus Ha3sHavyeHue

getStatus [IpoBepka cTaTyca 3asBKH.
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A3.11 Onepauusna getStatus

HaumeHoBaHue [IpoBepka cTaTyca 3asBKu

Kon getStatus

HasHauyeHue [Tomyuenne TeKymiero craryca 3assBKu. MeTo MpuHAMAeT Ha
BXO/JI MJICHTH()UKATOP 3aIBKH.

BxogHble paHHble: getStatusRequest

Koa napametpa OnucaHue napameTpa Ob6s3aTenbLHOCTb
requestid Wnentudukatop 3asiBKA +
BbixogHble AaHHbIe: getStatusResponse
Koa napameTtpa OnucaHue Ob6s3aTenbLHOCTb
status Craryc -
CoobOuweHue o6 owunbke: fault
Koa napameTtpa OnucaHue Ob6s3aTenbLHOCTb
faultElem Wnentudukatop omuoKu -
A.3.20nucaHue cepBuca (WSDL)
<?xml version="1.0" encoding="UTF-8" standalone="no ">
<wsdl:definitions hame="Request"
targetNamespace="http://esia.atc. ru/ws/agency/request/"
xmins:wssutil="http://docs.oasis-open.org/wss /2004/01/0asis-
200401-wss-wssecurity-utility-1.0.xsd"
xmins:wsp="http://schemas.xmlsoap.org/ws/2004 /09/policy"
xmins:soap="http://schemas.xmlsoa p.org/wsdl/soap/"
xmins:tns="http://esia.atc.ru/ws/ agency/request/"
xmins:wsdl="http://schemas.xmlsoa p.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001 /XMLSchema"

xmins:stypes="http://esia.atc.ru/
xmins:error="http://esia.atc.ru/w
<wsp:Policy wssutil:ld="usernametoken">
<nsl:AsymmetricBinding xmins:ns1="http://do
securitypolicy/200702">
<wsp:Policy>
<nsl:InitiatorToken>
<wsp:Policy>
<ns1:X509Token nsl:IncludeT
securitypolicy/200702/Include Token/AlwaysToRecipien
<wsp:Policy>
<ns1:WssX509V3Token
</wsp:Policy>
</ns1:X509Token>
</wsp:Policy>
</nsl:InitiatorToken>
<nsl:RecipientToken>
<wsp:Policy>
<ns1:X509Token nsl:IncludeT
securitypolicy/200702/Include Token/Never">
<wsp:Policy>
<ns1:WssX509V3Token
</wsp:Policy>
</ns1:X509Token>
</wsp:Policy>
</ns1:RecipientToken>
<nsl:AlgorithmSuite>

ws/types/simple/simple/"
sltypes/simple/error/">

€S.0asis-open.org/ws-sx/ws-

oken="http://docs.oasis-open.org/ws-sx/ws-

oken="http://docs.oasis-open.org/ws-sx/ws-

10/>
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<wsp:Policy>
<nsl:Basic256/>
</wsp:Policy>
</ns1l:AlgorithmSuite>
<nsl:IncludeTimestamp/>
<nsl:ProtectTokens/>
<ns1:0nlySignEntireHeadersAndBody/>
</wsp:Policy>
</ns1l:AsymmetricBinding>
<ns2:SignedSupportingTokens xmIns:ns2="http
securitypolicy/200702">
<wsp:Policy>
<ns2:UsernameToken ns2:IncludeToken
securitypolicy/200702/Include Token/AlwaysToRecipien
<wsp:Policy>
<ns2:NoPassword/>
</wsp:Policy>
</ns2:UsernameToken>
</wsp:Policy>
</ns2:SignedSupportingTokens>
<ns3:Wss11 xmins:ns3="http://docs.oasis-ope
<wsp:Policy>
<ns3:MustSupportReflssuerSerial/>
</wsp:Policy>
</ns3:Wss11>
</wsp:Policy>

<wsdl:types>
<xsd:schema xmlins:xsd="http://www.w3.0rg/20
targetNamespace="http://esi
<xsd:import namespace="http://esia.atc.
schemal.ocation="types/simple/common.xsd"/>
<xsd:import namespace="http://esia.atc.
schemalocation="types/simple/error.xsd"/>

<xsd:complexType name="GetStatusRequest
<xsd:sequence>
<xsd:element name="requestld" t
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="GetStatusRespons
<xsd:sequence>
<xsd:element name="status" type
</xsd:sequence>
</xsd:complexType>

<xsd:element name="getStatusRequest" ty
<xsd:element name="getStatusResponse" t
</xsd:schema>
</wsdl:types>

<wsdl:message name="getStatusRequest">
<wsdl:part name="getStatusRequest" element=
</wsdl:message>

<wsdl:message name="getStatusResponse">
<wsdl:part name="getStatusResponse" element
</wsdl:message>

<wsdl:message name="fault">
<wsdl:part name="fault" element="error:faul
</wsdl:message>

<wsdl:portType name="Request">
<wsdl:operation name="getStatus">
<wsdl:input message="tns:getStatusReque
<wsdl:output message="tns:getStatusResp
<wsdl:fault name="fault" message="tns:f
</wsdl:operation>
</wsdl:portType>

<wsdl:binding name="RequestSOAP" type="tns:Requ
<wsp:PolicyReference URI="#usernametoken"/>

<soap:binding style="document" transport="h
<wsdl:operation name="getStatus">
<soap:operation soapAction="createOffic
<wsdl:input>
<soap:body use="literal"/>

:/ldocs.oasis-open.org/ws-sx/ws-

="http://docs.oasis-open.org/ws-sx/ws-
">

n.org/ws-sx/ws-securitypolicy/200702">

01/XMLSchema"
a.atc.ru/ws/agency/request/">
ru/ws/types/simple/simple/"

ru/ws/types/simple/error/"
ns,

ype="xsd:long"/>

"

e>

="stypes:RequestStatus"/>

pe="tns:GetStatusRequest"/>
ype="tns:GetStatusResponse"/>

"tns:getStatusRequest"/>

="tns:getStatusResponse"/>

tElem"/>

st'/>
onse"/>
ault"/>

est">
ttp://schemas.xmlsoap.org/soap/http"/>

er'/>
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</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="liter al"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

<wsdl:service name="Request">
<wsdl:port binding="tns:RequestSOAP" name="

Request">

</wsdl:port>
</wsdl:service>
</wsdl:definitions>

A.4 dneKTpoHHbIN cepBUC AuthorityManagement

HaumeHoBaHue VYupasnenue nomHomounsimu B ECUA

Kon AuthorityManagement

Ha3HauyeHue [IpenocTaBienre U OT3bIB OJIHOMOYHHL, TOJTyUEeHHE
“H(OpPMALIUK O TIOTHOMOYHUSIX JIOJDKHOCTHOTO JIUIA

A.4.10nepauuun

Onepauusn HasHauyeHue

getBaseAuthorities [Tonyuenue uHpopmanuu 0 6a30BbIX TOTHOMOYHIX
JOJIKHOCTHOTO JIUIA

getSystemAuthorities [Homyuenue uHGpOpPMALIMU O TOTHOMOYHSIX JOJDKHOCTHOTO
JUIa B OTHOIIEHUH CUCTEMBI

grantAuthority [IpemocTaBiieHue MOJTHOMOYHS

revokeAuthority OT3bIB TOTHOMOYHS

A41.1 Onepauusa getBaseAuthorities

HaumeHoBaHue [Homyuenne unpopmanuu o 6a30BbIX TOTHOMOYHSIX
JIOJIKHOCTHOTO JIUIA

Kon getBaseAuthorities

Ha3HauyeHue [Homyuenue uapopmanuu o 6a30BbIX TOTHOMOYHSIX
JIOJIKHOCTHOTO JIUIA

BxoaHble paHHble : getBaseAuthoritiesRequest

Koa napametpa OnucaHue napameTpa Ob6s3aTenbLHOCTb
snils CHUJIC +
agencyOgrn OI'PH opranuzaruu +
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BbixogHble gaHHble: getBaseAuthoritiesResponse

Koa napameTtpa OnucaHwme O6sa3aTenbHOCTb
authorities Croucok moimHoMouust (M WX | -
mapamMeTpoB)
CoobuweHue 06 owmnbke: fault
Koa napameTtpa OnucaHue Ob6s3aTenbLHOCTb

faultElem Wnentudukatop omuoOKu -

A41.2 Onepauusa getSystemAuthorities

HaMMeHOBaHMe HonyquI/Ie I/IH(I)OpMaI_II/II/I O IMOJIHOMOYHAX JOJDKHOCTHOI'O
JIA1ia Ha CUCTEMY

Kon getSystemAuthorities

Ha3Ha‘-|9H ue HonyquI/Ie I/IH(I)OpMaI_II/II/I O IMOJIHOMOYHUAX JOJDKHOCTHOI'O
Jid1ia Ha CUCTEMY

BxogHble paHHble : getSystemAuthoritiesRequest

Koa napametpa OnucaHue napameTpa Ob6s3aTenbLHOCTb
snils CHUJIC +
agencyOgrn OI'PH opranuzaruu +
systemExtld Wnentudukatop cucteMbl +

BbixogHble gaHHble: getSystemAuthoritiesResponse

Koa napameTtpa OnucaHue O6sa3aTenbHOCTb
authorities Croucok moimHoMouust (M WX | -
mapamMeTpoB)
CoobuweHue 06 owunbkKe: fault
Koa napameTtpa OnucaHue Ob6s3aTenbLHOCTb

faultElem

Wnentudukatop omuoKu
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A413 Onepauusa grantAuthority

HaumeHoBaHue [Ipenocrapienne mOITHOMOUUS
Kon grantAuthority
HasHauyeHue [IpenocraBienne nOIHOMOYHNS

BxoaHble paHHble : grantAuthorityRequest

Kon napameTpa OnucaHue napameTtpa O6s3aTenbLHOCTb
shils CHWIC +
agencyOgrn OI'PH opranuzaruu +
authority [TomHOMOYHE (c|+
napameTpamHu)

BbixogHble aaHHbIe: grantAuthorityResponse
Koa napameTtpa OnucaHwme O6sa3aTenbHOCTb
requestld Wnentudukatop 3asBKH -

CoobueHue o6 owunbke: fault
Koa napameTtpa OnucaHwme O6sa3aTenbHOCTb
faultElem Wnentudukatop ommuoOKu -
A414 Onepauusa revokeAuthority
HanmeHoBaHue OT3BIB MOJTHOMOYHS
Kon revokeAuthority
HasHauyeHue OT3BIB MOJTHOMOYHS

BxoaHble paHHble : revokeAuthorityRequest
Koa napameTtpa OnucaHue napameTpa O6sa3aTenbHOCTb
snils CHUJIC +
agencyOgrn OI'PH opranu3zanuu +
authority [TorHOMOYHME +

BbixogHble aaHHbIe: revokeAuthorityResponse
Koa napameTtpa OnucaHwme O6sa3aTenbHOCTb

requestid

Nnentudukatop 3asBKu
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CoobueHue o6 owunbkKe: fault

Kon napameTtpa OnucaHue O6sA3aTenbLHOCTb

faultElem Wnentudukatop ommoOKu -

A.4.2 OnucaHue cepBuca (WSDL)

<?xml version="1.0' encoding="UTF-8'?>
<definitions xmiIns:wssutil="http://docs.oasis-open.
utility-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/
utility-1.0.xsd"
xmins:wsp="http://www.w3.0rg/ns/ws-pol
xmins:wspl_2="http://schemas.xmlsoap.org/ws/2004/09
xmins:wsam="http://www.w3.0rg/2007/05/
xmins:soap="http://schemas.xmlsoap.org
xmins:tns="http://esia.atc.ru/ws/authz
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins="http://schemas.xmlsoap.org/wsdl
targetNamespace="http://esia.atc.ru/ws/authz/author
name="AuthorityManagerService">
<wsp:UsingPolicy wssutil:Required="true"/>
<wspl_2:Policy wssutil:ld="defaultpolicy">
<nsl:AsymmetricBinding xmins:ns1="http://do
securitypolicy/200702">
<wspl_2:Policy>
<nsl:InitiatorToken>
<wspl_2:Policy>
<ns1:X509Token
nsl:IncludeToken="h
securitypolicy/200702/IncludeToken/AlwaysToRecipien
<wspl_2:Policy>
<ns1:WssX509V3Token
</wspl_2:Policy>
</ns1:X509Token>
</wspl_2:Policy>
</nsl:InitiatorToken>
<nsl:RecipientToken>
<wspl_2:Policy>
<ns1:X509Token
nsl:includeToken="h
securitypolicy/200702/IncludeToken/Never">
<wspl_2:Policy>
<ns1:WssX509V3Token
</wspl_2:Policy>
</ns1:X509Token>
</wspl_2:Policy>
</nsl:RecipientToken>
<nsl:AlgorithmSuite>
<wspl_2:Policy>
<nsl:Basic256/>
</wspl_2:Policy>
</ns1:AlgorithmSuite>
<nsl:IncludeTimestamp/>
<nsl:ProtectTokens/>
<ns1:0nlySignEntireHeadersAndBody/>
</wspl_2:Policy>
</ns1:AsymmetricBinding>
<ns2:SignedSupportingTokens xmlns:ns2="http
securitypolicy/200702">
<wspl_2:Policy>
<ns2:UsernameToken
ns2:IncludeToken="http://do
securitypolicy/200702/IncludeToken/AlwaysToRecipien
<wspl_2:Policy>
<ns2:NoPassword/>
</wspl_2:Policy>
</ns2:UsernameToken>
</wspl1_2:Policy>
</ns2:SignedSupportingTokens>
<ns3:Wss11 xmins:ns3="http://docs.oasis-ope
<wspl_2:Policy>
<ns3:MustSupportReflssuerSerial/>

org/wss/2004/01/oasis-200401-wss-wssecurity-

wss/2004/01/oasis-200401-wss-wssecurity-
icy"

/policy”

addressing/metadata”

/wsdl/soap/"

/authorityManagement/"

0
ityManagement/"

Cs.0asis-open.org/ws-sx/ws-

ttp://docs.oasis-open.org/ws-sx/ws-
t">

10/>

ttp://docs.oasis-open.org/ws-sx/ws-

10/>

://docs.oasis-open.org/ws-sx/ws-

CS.0asis-open.org/ws-sx/ws-
">

n.org/ws-sx/ws-securitypolicy/200702">
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</wspl_2:Policy>
</ns3:Wss11>
</wspl_2:Policy>
<types>
<xsd:schema>
<xsd:import namespace="http://esia.atc.

schemalocation="http://172.18.4.52:7001/AuthorityMa
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.

schemalocation="http://172.18.4.52:7001/AuthorityMa
</xsd:schema>
</types>
<message name="getSystemAuthorities">
<part name="getSystemAuthoritiesRequest" el
</message>
<message name="getSystemAuthoritiesResponse">
<part name="getSystemAuthoritiesResponse" e
</message>
<message name="Fault">
<part xmlns:ns4="http://esia.atc.ru/ws/type
element="ns4:faultElem"/>
</message>
<message name="getBaseAuthorities">
<part name="getBaseAuthoritiesRequest" elem
</message>
<message name="getBaseAuthoritiesResponse">
<part name="getBaseAuthoritiesResponse" ele
</message>
<message name="grantAuthority">
<part name="grantAuthorityRequest" element=
</message>
<message name="grantAuthorityResponse">
<part name="grantAuthorityResponse" element
</message>
<message name="revokeAuthority">
<part name="revokeAuthorityRequest" element
</message>
<message name="revokeAuthorityResponse">
<part name="revokeAuthorityResponse" elemen
</message>
<portType name="AuthorityManagement">
<operation name="getSystemAuthorities">
<input wsam:Action="getSystemAuthoritie
<output
wsam:Action="http://esia.atc.ru/ws/authz/authorityM
tiesResponse"
message="tns:getSystemAuthoriti
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/authz/authorityM
ties/Fault/Fault"/>
</operation>
<operation name="getBaseAuthorities">
<input wsam:Action="getBaseAuthorities"
<output
wsam:Action="http://esia.atc.ru/ws/authz/authorityM
esResponse"
message="tns:getBaseAuthorities
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/authz/authorityM
es/Fault/Fault"/>
</operation>
<operation name="grantAuthority">
<input wsam:Action="grantAuthority" mes
<output
wsam:Action="http://esia.atc.ru/ws/authz/authorityM
sponse”
message="tns:grantAuthorityResp
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/authz/authorityM
ault/Fault"/>
</operation>
<operation name="revokeAuthority">
<input wsam:Action="revokeAuthority" me

ru/ws/authz/authorityManagement/"

nager/AuthorityManagerService?xsd=1"/>

ru/wsltypes/simple/error/"

nager/AuthorityManagerService?xsd=2"/>

ement="tns:getSystemAuthoritiesRequest"/>

lement="tns:getSystemAuthoritiesResponse"/>

s/simple/error/" name="fault"

ent="tns:getBaseAuthoritiesRequest"/>

ment="tns:getBaseAuthoritiesResponse"/>

"tns:grantAuthorityRequest"/>

="tns:grantAuthorityResponse"/>

="tns:revokeAuthorityRequest"/>

t="tns:revokeAuthorityResponse"/>

s" message="tns:getSystemAuthorities"/>

anagement/AuthorityManagement/getSystemAuthori

esResponse"/>

anagement/AuthorityManagement/getSystemAuthori

message="tns:getBaseAuthorities"/>

anagement/AuthorityManagement/getBaseAuthoriti

Response"/>

anagement/AuthorityManagement/getBaseAuthoriti

sage="tns:grantAuthority"/>

anagement/AuthorityManagement/grantAuthorityRe

onse"/>

anagement/AuthorityManagement/grantAuthority/F

ssage="tns:revokeAuthority"/>
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<output
wsam:Action="http://esia.atc.ru/ws/authz/authorityM
esponse”
message="tns:revokeAuthorityRes
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/authz/authorityM
Fault/Fault"/>
</operation>
</portType>
<binding name="AuthorityManagementPortBinding"
<wsp:PolicyReference URI="#defaultpolicy"/>
<soap:binding transport="http://schemas.xml
<operation name="getSystemAuthorities">
<soap:operation soapAction="getSystemAu
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="liter
</fault>
</operation>
<operation name="getBaseAuthorities">
<soap:operation soapAction="getBaseAuth
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="liter
</fault>
</operation>
<operation name="grantAuthority">
<soap:operation soapAction="grantAuthor
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="liter
</fault>
</operation>
<operation name="revokeAuthority">
<soap:operation soapAction="revokeAutho
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="liter
</fault>
</operation>
</binding>
<service name="AuthorityManagerService">
<port name="AuthorityManagementPort" bindin
<soap:address
location="http://172.18.4.52:7001/AuthorityManager/
</port>
<[service>
</definitions>

anagement/AuthorityManagement/revokeAuthorityR

ponse"/>

anagement/AuthorityManagement/revokeAuthority/

type="tns:AuthorityManagement">
soap.org/soap/http" style="document"/>

thorities"/>

al'/>

orities"/>

al'/>

ity"/>

al"/>

rity"/>

al"/>

g="tns:AuthorityManagementPortBinding">

AuthorityManagerService"/>
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NMpunoxeHune b. YpoBHU 0OCTOBEPHOCTHU
noeHTucpmkaumm B ECUA

C nmempto  o0ecreyeHWsT  BO3MOXKHOCTH  THOKOTO  YHpaBJCHHS  IPOIECCAMH
ayTeHTU(UKAlMM W aBTOpHU3AIMKM TMOJIb30BaTeleid BBeJIEHB 4 YypOBHS JIOCTOBEPHOCTH
UICHTU(PUKAIIUH TTOJIH30BATEIIS.

Kaxnpiit ypoBeHb XapakTepus3yercsi CBOMMH TPeOOBaHUSIMHU K IPOIIECcCaM, CBSI3AHHBIM C
peTHCTpanyell Tojb30BaTeNell, WacHTHUKauedl u ayreHTH(duKarmei. [Ipu >TOM YpOBHH
CpPaBHHUMBI JIPYT C JPYTOM, TO €CTh TPeOOBaHUS BHICOKOTO YPOBHSI CTpOKe TpeOOBaHMI HU3KOTO
YPOBHS.

3amaueit MC sBisercs oOecnedynTh BBIOODP JIOMYCTHMBIX YPOBHEH JOCTOBEPHOCTH
UICHTU(QUKAIINY TI0JIb30BaTelNel, yaoBieTBopstommx norpedHoctssMm MC. Ommcanue ypoBHEH

JIOCTOBEPHOCTH HJICHTU(UKAIIAN IIPUBEICHO B TaOJIHIIE.

YpoBeHb 4OCTOBEPHOCTHU OnucaHue

naeHTUdUKaLmm

MuHUMaTBHBIN YPOBEHD JTOCTOBEPHOCTH UICHTU(DUKAIUH.
JlaHHBI ypOBEHBb IPUCBAUBAETCS YUETHBIM 3aIUACIM
M0JIb30BaTENEH, JIMYHOCTh KOTOPHIX HE MOATBEPK/IEHA.
[IpeanonaraeTcs ucnosib3oBanue JaHHOTO ypoBHs B C,
Yposens 1 KOTOPBIM TpeOyeTCsl OCYIIECTBIISITh B3aUMOJIEHCTBUE C
M0JIH30BATENISIMU B paMKaxX OIpe/ieNIeHHOTro KoHTekcra. [Ipu
3TOM OTCYTCTBYET HEOOXOJIUMOCTh FapaHTUH, YTO JAHHBIE O
10JIb30BaTese COOTBETCTBYIOT peajIbHON JTMYHOCTH U YTO

MOJIb30BaTENb ACUCTBUTEILHO SIBIISIETCS STOM JIMYHOCTEHIO.

JlaHHBIN YPOBEHH MPUCBAUBACTCS YUETHBIM 3aMUACIM
MOJIb30BaTeNel, TMYHOCTh KOTOPHIX MOTBEPKIEHA CO
CTaHIAPTHBIM YPOBHEM rapaHTHH (IIPOBEPACTCS peaabHOe
CYIIECTBOBaHKE (PH3UIECKOTO JIUIIA C TOMOIIHIO CEPBHCOB
OMUB, ocymiecTBisieTcs: HOATBEPIKICHUE COOTBETCTBUS
YpoBeHsb 2
JUYHOCTH TOJIH30BaTeNsl TOCPEICTBOM OTIIPABKU
PETHCTPUPYEMOTO TTIOYTOBOTO OTIPABIICHUS C KOJIOM
aktuBanuu [Toutoit Poccuy vt BeIIaun KoJa akKTHBAIMH B

HEHTpe peructparuu). Jist ayTeHTHGUKAIIMHA UCTIONIb3YEeTCS

HapoJb.
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YpoBeHb AOCTOBEPHOCTH

naeHTudukauum

OnucaHue

YpoBens 3

JlaHHBIN ypOBEHb IPUCBAUBAETCS] YUETHBIM 3aIUCIM
0JIb30BaTeNei, JMUYHOCTh KOTOPHIX MOJTBEPK/IEHA C
MOBBIIIICHHBIM YPOBHEM TrapaHTHH (IIPOBEPSAETCS peaIbHOE
CYIIIECTBOBaHME TUYHOCTH MPHU MEPCOHATLHOM MOCEIIEHUN
MOJIb30BaTENIeM IIEHTPa PETUCTpaIiy — opuca
YIIOJIHOMOYCHHOU opranu3aiun). [l ayreHTuuKammn

HCTIOJIB3YCTCA SJICKTPOHHASA NOANNCH.

Yposens 4

MakcumanbHBIH YPOBEHD TOCTOBEPHOCTH UACHTH()UKAIHH.

JlaHHBINA YypOBEHBb MPUCBAUBACTCS YUCTHBIM 3aITUCSIM
nmojb3oBatTenei (K TaKUM IOJI30BATENsIM, HAlpHMED,
OTHOCSITCS TOJIB30BATENI C POJBIO JOJDKHOCTHOTO JIHIA
opraHa BJIaCTH), PETHCTpPAIMsi KOTOPBIX  BBITOJHIETCS
TOJIBKO YIOJTHOMOYE€HHBIM COTPYTHUKOM OUB
(omeparopom). CamocTosiTeNIbHAsT PETHCTpANns YKa3aHHBIX

MOJIB30BAaTENIEH HCKIIIOUCHA.
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NMpunoxeHue B. Ctanpgapt SAML 2.0

Bzaumopeiicteue HMC ¢ ECHA  ocymecTBisieTcs IHOCPEACTBOM — BIIEKTPOHHBIX
coo0ITIeHn#, OCHOBaHHBIX Ha cTanaapre SAML 2.0.

SAML 2.0 - ocHoBamubenii Ha XML crasgapr mno oOmeny wH)opManmei
(yTBepkIeHHsIMU) 00 ayTeHTH(HMKAIMA W aBTOPU3AIMM MEXIY JIOBEPCHHBIMU JOMEHAMU
0€3011acHOCTH.

OcHoBuabIMU KOMTIOHeHTaMH SAML 2.0 sBastorces:

1. VTBepxkueHue —uH(OPMAIIHSI O TTONTMHHOCTH, aTPHOyTaX W Ha3HAUCHHUSIX,
2. Tlpotokon — mpaBuia GpopMHpOBaHUS 3aIPOCOB U OTBETOB B MPOIIECCe B3aUMOACUCTBUN

gepe3 SAML 2.0.

3. CesswBanmne — otoOpakenue mpotokos SAML 2.0 Ha TpaHCHOPTHBIE MPOTOKOJIBI CBS3H

U TIiepeadn COOOIEHNH];

4. Tlpoduns — coueTaHwe YTBEPXKICHHUI, MPOTOKOJIOB U CBS3BIBAHUU I TOIJIEPIKKA

KOHKPETHOTO CIICHapHUsa B3aUMOJACHUCTBHS.

' ™
Mpodinnu

CoueTaHne \"TEIEF'H(,D,EHHF‘I, NPOTOKONOE WCBASLIBAHWA ANA NO40E0HEN KOHERETHOrO CUEHapWA

CBA3bIBAHWA

Ortobpaxenne npotokonoe SAML Ha cTaHgapTHEIE NPOTOKONEI CEAZIN 1 Nepegayn
coobweni

MNpoTokonel
EEI'IDEIC H OTBET ANA nony4eHuA I'ID,[I,TEIEpH(,[I,EHI-"Iﬁ M YNpaeneHnA
YAOCTOEEREHHAMHK

Y¥TBepaeHWA

MHipopmayma o nognuHHoCTH, aTpnbyTax 1 HasHaYeHnAx

' A

SAML 2.0 ompenensieT CHHTaKCHC M CEMAHTHKY YTBEpXKIEHHH, OTHOCSIIUXCS K
ayTeHTH(UKanuyu, arpudyTaM W aBTOPU3AIMOHHOW WH(popmarmu. OnpeneneHsl CIeAyoIue

THUTIBI YTBEPKICHHUIA:
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— YTBEpXKJCHHE MO ayTeHTU(HUKAIMM — OIpeNessieT, YTO JAaHHBIA CyOBEKT IMpolIel
ayTeHTH()HUKAIIHIO OTIpe/IeIEHHBIM CIIOCOOOM B Ope/Ie/ICHHBIIf MOMEHT BPEMEHH,

— YTBEpXKJCHHE TI0 aBTOPH3AIlMd — OIpeJeisieT, Ha KaKue JICWCTBUS aBTOPH30BaH
KOHKPETHBIN CyOBEKT;

— YTBEpXKJCHHE TIO0 aTpudyTaM — OTNpeAeNsieT CHeUPUUecKyl0 HWH(POPMAIHIO O
KOHKPETHOM CYOBEKTE.

SAML 2.0 ompenensier cniocob nepenaun yteepxkaenuit. B SAML 2.0 npucyTcTByroT

CIIeTyIOIIe TIPOTOKOJIBI TUITA 3apoc/OTBET:

— Authentication Request ProtoceippToko: 3anpoca ayTeHTHDUKAIHK) — OTIPEIENIsIeT
CIOCOOBI, KOTOPHIMU ayTCHTU(UIIUPOBAHHBIN CYOBEKT (MM areHT, ICHCTBYIOIINAN OT
€ro MMEHH) MOJXKET 3alpPOCHUTh YTBEPXKICHUS, COJep)KaIlue ayTeHTH()UKAIMOHHbIC
JTaHHBIE ¥ aTpUOYTHI CyOBEKTA,

— Single Logout Protocol npoTokon eauHOro BBIXOJA) — ONpPEAEISCT MEXaHU3M
OJTHOBPEMEHHOTO  3aBEpIIEHHs]  AKTUBHBIX  CECCHH,  acCOLMHUPOBAHHBIX  C
ayTeHTU()UIIUPOBAHHBIM CyOBEKTOM. BBIX0/] MOKET MHULIMUPOBATHCS MOJIH30BATEIIEM,
MOCTABIIMKOM HJCHTH()UKAIME WM MOCTABIIMKOM YCIyr (Hampumep, B pe3yJbTare
TaiiMayTa CeCCUHU, KOMaH/Ibl aIMUHHCTPATOPA H T.IL.);

— Assertion Query and Request Protoaglofrokosr 3ampoca 1 BEIOOPKH yTBEPIKICHHUI)
— ompeieNsieT CrocoOkl 3anpocoB yTBepxkaennii SAML 2.0;

— Artifact Resolution Protocolmfporokon onpeaenenust apreakToB) — MpeI0CTaBIIET
MEXaHW3M, C TIOMOIIBI0 KOTOPOTro coobmenust mpotokojoB SAML 2.0 moryr
nepesaBaThesi B BUJAE CCHUIKM Kak He0OJblIoe, (PUKCHPOBAHHOW JUIMHBI 3HAUEHHE,
Ha3bIBaeMoe apTe(hakToM;

— Name Identifier Management Protoceip{Toxon ynpasieHusi uaeHTHPHKATOpaAMU
UMEH) — MpeJOCTaBsIeT MeXaHW3Mbl JUIsi OOMeHa 3HaYeHHeM Wik (GopMaToMm
UACHTU(PUKATOPA UMEHH ay TEHTH()HIIMPOBAHHOTO CYOhEKTa.

Ces3piBanust SAML 2.0 onpenensior, Kak pa3IddHble cOOOIIeHUs! mpoTokonoB SAML
2.0 MoryT mepemaBaThcs MOBEPX TPAHCHOPTHBIX mpoTokonoB (Hampumep, SOAP, HTTP). B
SAML 2.0 onpeniesnieHsI CleayONHe CBI3hIBAHMS:

— HTTP Redirect —ompenenser, kak coobmenus mnporokosa SAML 2.0 moryr
nepeaaBarbes, uemoib3ys coodmenus HTTP Redirect ¢TBetsl ¢ KomoM cocTOsTHHS
302);

- HTTP POST - ompenensier, kak cooOmenus mporokoma SAML 2.0 moryt

nepeaaBaThes ¢ ucnosb3oBanueM coobdmenuit HTTP POST;
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— HTTP Artifact —onpenenser, xak apredakT neperacTcsi OT OTIPABUTENSI COOOICHUS
K ToJTy4daTtesro cooOmeHus, ucnoin3ys HTTP;

- SAML SOAP —ompenenser, kak coobmenus mpotokosa SAML 2.0 mepenarotcs
BHYTpH coobmmenniit SOAP;

- Reverse SOAP (PAOS) -empencnser oomen SOAP/HTTP coobmeHussmu B
HECKOJIbKO cTauii, KoTopblit mo3BossieT HTTP kmuenty Ob1Th momyuarenem SOAP,;

- SAML 2.0 URI —omnpenenser crmocoObl MOJIYYeHUST CYIIECTBYIOIINX YTBEPKIACHUI
SAML 2.0 ¢ momorpio paspemenns (ooHapyxenus) URI.

[Ipodpunmu SAML 2.0 ompenensitoT, Kakwe YTBEp:KIEHHUS, MPOTOKOJIBI U CBS3BIBAHUS

SAML 2.0 MoryT ucroip30BaThcsi B KOHKPETHBIX BapHaHTaxX ucrmoib3oBanus. B SAML 2.0

OTIpeIeJIeHBI CIIEYIONTHE PO UITH:

Web Browser SSO efipenenser, Kak pealn30BaTh OJHOKPATHYIO ayTeHTH()HUKAIIAIO

B CTaHJIapTHBIX BeO-Opay3epax;

— Enhanced Client and Proxy (ECB)ipenenser, kak peaan3oBaTh OJHOKPATHYIO
ayTeHTH()HUKANUIO IS CHENHAIbHBIX KJIMEHTOB, KOTOpPhIE MOTYT HCIIOJIb30BaTh
nporokos SOAP;

— lIdentity Provider Discovery -empeneisieT MeXaHW3M, O3BOJISIOIIAN MOCTABIIHUKY
YCIIYT TOMYyYUTh HH(POPMAITUIO O TIOCTABIIMKE HICHTU(DUKAIINN CYOHEKTa,

— Single Logout —ompenensier, KaK BBIIOJHUTD OJHOBPEMEHHBIA BBIXOJ M3 BCEX
CECCUH;

— Assertion Query/Request -empenenser, kak ydactHukn SAML 2.0 moryr
WCIOJIb30BaTh MPOTOKOI 3ampoca u otBeta SAML 2.0 s momydeHus: yTBepKIeHUN
SAML 2.0;

— Artifact Resolution —onpenenser, xak ydactauku SAML 2.0 MoryT ucmosib30Bath
MPOTOKOJI TOJy4YeHHUs! apTedakra Mpu CHHXPOHHOM croco0e TOCTaBKH, TaKOM Kak
SOAP, 115 osTydeHus1 COOOIEHUS IIPOTOKOJIa, Ha KOTOPOE CChIIaeTCsl apTedakT;

— Name Identifier Management —ompenenser, Kak MOPOTOKOJ yIIPaBICHUS
UJICHTH(PUKATOPOM UMEHH MOKET OBITh UCIOIb30BaH co cBsi3biBanmsiMu SOAP, HTTP
Redirect, POST Artifact;

— Name Identifier Mapping — ompezaenser, Kak IPOTOKOJI  OTOOpaKEHUS
UIeHTH(PUKATOpA WMEHH HCIOJBb3YeT CHHXPOHHBIA CHMOCOO Mepemayd, Takod Kak
SOAP.

Kak mpaBmito, oCTaBIMUKY yCIIyr TpeOyeTcs JeTanbHas WHPOPMANHUS O pe3yibTaTax

HpOBeﬂeHHOﬁ aYTeHTI/I(I)I/IKaL[I/II/I. OTta I/IH(i)OpMaI_[I/Iﬂ COJACPIKUTCA B KOHTCKCTC ayTeHTI/I(I)I/IKaI_[I/II/I,
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nepegaBaeMoM B yTBepkaeHusx SAML 2.0. Ayrentudukainnonusii koutekeT (authentication

Context)onpe,uenﬂeT CHHTAKCHC JIs OITMCaHUs MCXaHU3MOB a}/TeHTI/I(bI/IKaL[I/II/I.
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NpunoxeHue I'. PykoBoacTtBOo no
pa3paboTke MHTepcdencoB nocraBLLUKA
ycnyr Anst UHTerpaumm ¢ noCTaBLUNKOM
noeHTucpmkauumn ECUA

.1 PekoMeHpgauuu

Jis  peammzanu  WHTep(EHCOB IMOCTaBIIMKA YCIYT MOXHO HCIIONB30BaTh  YKe
pa3paboTaHHBIE pa3UYHbIE pEAM3AIMH MOCTABIIUKOB YCIYT C OTKPBITHIM KojoM. OIHUM U3
Takux MocTaBmMUKoOB ycayr sBisercs OIOSAML, peanu3oBaHHbIH 10 pa3IuYHbIE IATHOPMEI.
Pazmmuneie peammzamuun OIOSAML MoxHO TOcMOTpeTh Ha WH()OPMAIIMOHHOM pecypce

http://digitaliser.dk/group/42063/resources

[Ipumeuanue. B cbopku nocnennux Bepcuit OIOSAML pazpaboTunku ctanu BKIIOYATh
oubmmoreku OpenSAML, koropeie HecoBmectumbl ¢ ECHMA. B nacrosimuit Mmoment ¢ ECUA
comectuMa Bepcusi 2.4.1. OpenSAML. Ckavath JaHHYIO BEPCHIO MOJXXHO II0 CCBHUIKE:

http://www.shibboleth.net/downloads/java-opensali?

Eme omHMM BO3MOXKHBIM BapUaHTOM peai3alMy TOoCTaBIMuKa yciyr st cpen PHP
spiseTcs SimpleSAMLphp. boiiee noapoOnyro uHpopmanuio o SimpleSAMLphp MoxHO

MOJIyYHTh Ha wHpopMarmonHoM pecypcee http://simplesamliphp.org

[Ipr camocTOsTENNFHOW peanu3anuu UHTepQeicoB mocTaBmmKa ycryr Ha Javamm C++
OJIHUM W3 BO3MOXHBIX BapUaHTOB SIBJSIETCS HCIIOJh30BaHHE HaOopa OMOIMOTEK C OTKPHITHIM
kogoM OpenSAML ¢rporo Bepcuu 2.4.1.), KOTOpBIA mMOAIEpXHUBAaeT pabOTy €O
cnerupukanusma SAML Bepcun 1.0, 1.1u 2.0. ITogpoGHyro wHpOpMaIuio o OHOIHOTEKax
OpenSAML MOYHO MMOCMOTPETH Ha “H()OpPMAITHOHHOM pecypce

https://wiki.shibboleth.net/confluence/display/Of&ML/Home [Ipumepsr  koma  TO

ucnonb3oBanuto OpenSAMLans JavanpuseneHs B pazaene [.6.

.2 TpebGoBaHuA K peanusauum nHtepdenca

nocTaBLMKa ycnyr

* VHTepdelchl TOCTaBIUKA YCIYT JIOJKHBI COOTBETCTBOBATH CICIYIOIIHM MPOQHIIM
SAML 2.0:
— Web Browser SSQ@ yuerom pexomenmanuii Interoperable SAML 2.0 Web Browser
SSO Deployment Profile;

- Single Logout.
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» 3ampoc k cucreMe ECHA ot wH(pOpPMANMOHHONW CHCTEMBI Ha HJICHTH(PHUKAUIO M
ayTeHTH(UKAIMIO TOJB30BaTeNsl JOJDKEH OBITh MOIMHUCAH € IOMOIIBIO 3aKPBITOTO
KJIF04Ya HH(POPMAIMOHHOM CUCTEMBI ¢ UCIIOIb30BAHUEM CJIETYIOIIUX aITOPUTMOB!

— anroput™ C14n s kKaHOHUKaTU3aIKK coodenus B popmare XML;

— anroputMbl SHA-1u RSA —is BeumcneHus: nudpoBOro oTneyarka COOOIEHUs U
KOJia NOATBEPXKAECHUS IEIOCTHOCTH cOoOoOlIeHHs. B kadecTBe IpOTOKOJIA JTOCTaBKU
JIOJDKEH MCIIOJIB30BaThes MeTo cBs3piBanust HT TP-redirect;

* OTtBeT C pe3ynbTaTaMH HWIACHTH(GUKAME W ayTeHTH(UKAIMKA  II0JIH30BaTels,
chopmupoBannblii cucremoir ECUA, moanuceiBaeTcss ¢ MOMOIINBIO 3aKPBITOTO KIIOYa
cuctemsl ECHA wu 1npeoOpa3yeTcss ¢  HCHOJB30BaHUEM  OTKPBITOTO  KIIOYa
UHPOPMAITMOHHON CHCTEMBI. [IpH 3TOM HCIOIB3YIOTCS ClIeTyIOTHE AT OPUTMBI:

— anroput™ C1l4nis KaHOHMKAIU3AIUK cooOmeHus B popmate XML,

— amroputMbl SHA-1 u RSA — 1 BeruMcieHus 1uppoBOro oTnevaTka cOOOIIEHUs U
KOJa IOJTBEPXKIEHUS 1IEJIOCTHOCTH COOOIICHHUS];

— amroputMel RSA u SHA-1 g nepepaun kimoya npeoOpazoBaHMs COOOIICHHS Ha
OCHOBE OTKPBITOTO KJIF0Ya HWH(POPMAIMOHHOW cHcTeMbl, amroput™ AES s
OCYIIECTBIICHHs NpeoOpa3oBaHMsl HA INEpeJaHHOM Kiloue. B kadecTBe mpoToKoa
noctaBku cooOmieHust ot cucteMbl ECMA nHbopManMoHHOH cucTeMe HCIOb3yeTcs
Mmeron ces3eBanust HTTP POST.

= 3anpoc k cucteme ECHUA ot MC Ha 3aBepineHHe aKTUBHOW CECCHHU TIOJBb30BaTElIs
JOJDKeH OBITh MOJIIMCAH C IIOMOINBIO 3aKPBITOTO KIFOYa WH(POPMAIMOHHOW CHCTEMBI C
HCII0JIb30BAaHUEM CIIEYIOIINX AJITOPUTMOB:

— cl4n;

- SHA-1,;

- RSA.

B xawecTBe mMpOTOKOJA JOCTaBKH JIOJDKEH HCIOJIB30BaThcsl MeTon cBsi3biBanust HTTP-

redirect.

= 3anpoc ot cucreMbl ECMA k MC Ha 3aBepiieHHe aKTHUBHOW CECCHUU I0JIB30BATENSA
MOAMKCHIBACTCS C KCIOJIb30BaHUEM 3akphiToro kimoda cucrembl ECUA. Tlpu stom
UCIIOJIb3YIOTCS CIEAYIOIINE aJITOPUTMBIL:

— cl4n;

- SHA-1,

- RSA.

B xadecTBe mpoTOKOIIA TOCTAaBKU MCHOJIB3yeTcst MeTo] cBsi3biBanus HT TP-redirect.
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OTtBeT ¢ pe3ylbTaTaMH 3aBepUICHHMs] AKTUBHOH  CECCHMM  IOJIb30BaTelsl  OT

uHpopMannoHHo# cucteMmbl kK cucreMe ECMA  nomkeH OBITH MOAMUCAH C MOMOINBIO

3aKpBITOTO KJIHO4a HH(I)OpMElI.IHOHHOfI CUCTEMBI C HCIIOJB30BAHUCM  CJIICAYIOIIHX

aJITOPUTMOB.
- cl4n;
- SHA-1;

RSA.

B xauecTBe MNpOTOKOJA JOCTABKU JIOJDKEH HMCIIOJIB30BAThCsl MeTon cBsibiBaHust HTTP-

redirect.

= OTBeT ¢ pe3yJbTaTaMy 3aBEPIICHUS] aKTUBHOW CECCUU TMOJb30Barels oT cucteMbl ECUA

K HH(I)OpMElI.IHOHHOfI CUCTEMC IICpCAacTCd MOANUCAHHBIM C ITOMOIIBIO 3aKPBITOTO KJIFOYA

cucrteMbl ECUA ¢ ucnoib30BaHreM CIIEIYIOMINX aJrOPUTMOB!
- cl4n;
- SHA-1;

RSA.

B xadecTBe mpoTOKOIIA TOCTAaBKU MCHOJIB3yeTcst MeTo] cBsi3biBanuss HT TP-redirect.

.3 OnucaHune bopmMaToB INEKTPOHHbLIX COOOLEHUN
SAML 2.0 B ECUA

3anpoc ayteHTudpukauum (AuthnRequest)

3ampoc ayrentudukammu (AuthnRequest) npencraBnser coboit  XML- q1oKyMmeHT,

KOTOpBIfI COJZCPIKUT CICAYIOIINEC JICMCHTHI.

1.

saml2p:AuthnRequest emuceBacT mapamerpsl 3ampoca AuthnRequesta coaepxut

CJIeYIOINEe aTpUOYTHI.

AssertionConsumerServiceURL — URitposaiinepa ycmyr, npeaHasHaYeHHBIH IS
00pabOTKK OTBETOB OT MOCTABIUKA UICHTH(PUKAINY,

Destination — URLlaapec mnocraBmuka HIACHTU(DUKAIUMH, TPETHASHAYCHHBIA IS
obpabotku AuthnRequest;

ID — yHUKaNBbHBIN UACHTU(DUKATOP COOOIICHNUS;

Issuelnstant -Aata co3manus 3ampoca,;

ProtocolBinding -#cnions3yemas SAML npussizka.

. saml2:Issuer —wmaenTHduKaTOp TOCTaBIIMKa Yyciyr, ornpaBuBmero AuthnRequest

(sBHIsIETCS BIIOKEHHBIM 110 OTHOIIIEHHIO K 37eMeHTy Saml2p:AuthnRequest).
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Crpykrypa AuthnRequest:

saml2p: AuthnRequest saml2:Issuer
ITpumep AuthnRequest:
<?xml version="1.0" encoding="UTF-8"?>
<saml2p:AuthnRequest xmins:saml2p="urn:oasis:names: tc:SAML:2.0:protocol"
AssertionConsumerServiceURL="https://atc-504:7002 /oiosaml/saml/SAMLAssertionConsumer"
Destination="https://demol-esia.gosuslugi.ru/idp/ profile/SAML2/Redirect/SSO"

ForceAuthn="false"
ID="_054240e4-b2a8-48e9-b4c6-e0b5e84d3a35"
IsPassive="false"
Issuelnstant="2012-02-28T06:43:35.704Z"

ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bind ings:HTTP-POST"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML: 2.0:assertion">sia_test</saml2:Issuer>

</saml2p:AuthnRequest>

Jliis crenepupoBanHoro SAML 2.0 coobmenus ¢ 3anpocom AuthnRequestionkao ObITh
BhIostHEeHO cBsi3biBanue (binding) ¢ mpotokonom HTTP mo merony HTTP-Redirectc yuerom
CJIEIYIOIIUX OCOOECHHOCTEH:

— CO0O0O0IleHne NOJANUCKHIBAeTCA ¢ MOMOIIbIo 3eKkTpoHHOM moamucu CKII nocrasiimka

YCIyT;

— TOJMHMCAaHHOE COOOIIEHUE CKIUMACTCS U KOAUpYeTCs B KoaupoBke Base64.

B mpomecce cesa3pBanus (Gopmupyercs komeunbii URL AuthnRequestxoTopsriii B
kauecTBe GET41apaMeTpoB OIKEH coAepKaTh:

— SAMLRequest — AuthRequestkoneurom Bue;

— SigAlg — airoput™ MOINMKCH 3ammpoca, ¢ MOMOIIBIO KOTOPOTO BBIIOJIHSIACH MOJIITHCH

3arpoca ayTeHTH(DUKAIHH;

— Signature — moamuch, TMOJyYEeHHAas B pe3yJibTare IMOAMUCAHUS  3ampoca

ayTeHTH(UKaIuY.

[Tpumep URL AuthnRequest:

https://demo1l-

esia.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO?SA MLRequest=fZJBa%2BMwEIX%2FitBdlqzYWyPilLSIbKFL
Q%2BzuY S9FkSepwJGyGtn051dxEtpS6EUg90abmfcOv37b92SEg Na7muaZoASc8Z11u50%2Bt%2FesoteLOep9LwOqOcRXt4b
%2FA2AkqdChOr3UdAhOeYOWIdN7QBWNapZ%2FHpXMhDoEH73XRRAgxtbr1Doc9hAbCaA08rx9r%2BhrjARXnOhpWikJdCS
G5t%2F7Ygk%2FHkfgNQcldGsc6HacVLhSOmnUwZrDzY6YjM0d5n 3S7LAzcdgeextraHiag5GvobAATedM8UXLvg4Fp3ZpudY9
AycNdTV9EIcy22JRsVpYVK%2FIrzZTYm75j%2BVVVFITeiK02S4k 0j2hE%2BIhEHeHAYtYs1ISKXTEgmglZUKp%2BpvMhmVfGP
ktXZghvrThH850vmJEL1u21XbPXUtJIT8VUSZBPQcnJq6h8%2BJ% 2FQzWF4%2Fpltn4dEpO%2Fc%2F4ZtThfv36JIxTs%3D&Rela
yState=_12db488a-a516-41e3-801c-

3e8f23547314&SigAlg=http%3A%2F%2Fwww.w3.0rg%2F2000%  2F09%2Fxmldsig%23rsa-
shal&Signature=k1XL2WfE1KMHzaJtjjaL201soweYNMO6Xt50 E20QgwRzVOBZ0T79HJEjPMu3jBhDdmMA47zIrswbhUFPV22
0Dbk5KuXJ%2F5FVPWXCTefnVCZGXHU8b1SWuC%2FoKITSxum6eommHN5S%2FeYAP9SOKNNWS5YEP3eJQHkesTYuTKPmyP89

D

OTBeT Ha 3anpoc ayteHTudukauumn(AuthnResponse).
B cnygae ycmemHoit ayTeHTH(UKAIMY MOCTABIIUK HUACHTH(PHUKAIUN (OPMHUPYET OTBET

Ha 3anpoc ayrenTudukanun — AuthnRespons&oTopsrit comepxut yrBepkaenue (Assertion)oo
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ayreatudukanuu.  AuthnResponserpencrasiasier coboit XML- 10KyMeHT co  clieayrornei

CTPYKTYpPOM:

ABTOp YTBEPXKAEHUSA

saml2:Issuer

MoaTBEPXKAEHME aBTOPCTBA YTBEPXKAEHUA

saml2:Signature

Monyyatens yTBEPXAEHUA

Assertion

saml2:Subject

YcnoBus AeiicTBUS yTBEPXKAEHNS

saml2:Condition

ATpnbyTbl 06bEKTa YTBEPXKAEHUSA

saml2:AuthnStatement

|
|
: saml2:AttributeStatement
|

Dnementsl Saml2:Issuern saml2:Signaturecomepxar HASHTH(PHUKATOP ITOCTABIIHKA

AICHTH(PUKAIMA W DJICKTPOHHYIO IOANKCH, co3nanHyo ¢ momompelo CKII mocraBmuka

UICHTH(DUKAIIH.

Onement Saml2:Subject cogepxxur uHpopmammo o AuthnRequest, kotopomy

cooTBeTcTBYeT manHbii AUthnResponses npeacrasisier coO0i CIIEAYIOIIYIO CTPYKTYPY:

saml2:NamelD

saml2:Subject

saml2:SubjectConfirmation

saml2:SubjectConfirmationData

Onement Saml2:NamelD comepXUT YHUKaIBHBI HMICHTH(GUKATOP, TPUCBOCHHBIN

MMOCTaBIIMKOM HaeHTH(HKanuu cooTBeTcTBYIoeMy AuthnRequest.

Dnement saml2:SubjectConfirmationDataxep:xut Habop arpuOyTOB, B TOM YHCIIE:
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— InResponseTo eonepxut uaenrupukarop AuthnRequestcporBercTByeT 3HaUCHUIO
atpudyta ID);

— NotOnOrAfter —coaepxwurt nary, 10 KoTopoit qanubiii AuthnRequeskiieiictBureteH.

— Recipient — URL o6pabotunka AuthnResponse c{oTBeTcTByeT 3HAYCHUIO
AssertionConsumerServiceURL).

Dnement Ssaml2:Condition cogepkuT oOmUcaHWe YCIOBHM, HpPH KOTOPBHIX JIaHHBIA
AuthnResponsecunTaercss AeHCTBUTENbHBIM. JIaHHBIA JJIEMEHT WMeEeT JBa arpudyra —
NotBefore u NotOnOrAfter, koTopele yKa3blBalOT Ha BPEMEHHOW MPOMEXYTOK, B KOTOPBIi
nanubii AuthnResponseeiicteuresen. Taxxe saml2:Conditionumeer BIIOKEHHBIA 3IIEMEHT
saml2:AudienceRestriction kotopsiii  comepskut smement Saml2:Audience ¢ ykazaHueMm
YHUKAJILHOTO HJICHTH(HUKATOpa ocTaBImuKa yciayr (entity _id).

Onementsl SaMI2:AuthnStatememt saml2:AttributeStatemerbaepsxar uapopmauro o
pe3yibTarax ayTeHTH()UKAIIHH.

Dnement saml2:AuthnStatememiicer aBa arpubyTa:

— Authninstant —1ata ayTeHTHQUKAIHH;

— Sessionindex -yHWKanbHBIH HICHTU(QHUKATOP CECCHU MOJb30BATEIs (C ITOMOIIBIO

HET0, HalTPUMEp, BBIMOJIHSACTCS MOBTOPHAsI ayTeHTU(HUKAIUs 1 onepariust Logout).

Onement Saml2:AttributeStatementconepxut aTpuOyThl TONB30BaTENsT W HUMEET

CIIETYIOIYIO CTPYKTYpPY:

saml2:Attribute saml2:AttributeValue
saml2:AttributeStatement saml2:Attribute saml2:AttributeValue
saml2:Attribute saml2:AttributeValue

Dnement saml2:Attributemeet Tpu arpubyTa:

— FriendlyName -eokpainieHHOe HAUMEHOBaHUE aTpUOYTa,

— Name —101H0e HauMeHOBaHue aTpuoOyTa,;

— NameFormat opmaT nosiHOro HauMeHoOBaHUsI aTpUOyTa.

Onement Saml2:AttributeValuesocrout u3 aByx arpubyToB: XmIns:xsiu xsi:type.Dtu
aTpuOyTHI OIPEACISIOT (POpPMaT 3HAYECHHUS aTpuOyTa IOIb30BATEIS.

[Tpumep AuthnResponseapusenen B pazaeie [.7.
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3anpoc 3aBepLieHUst aKTUBHOM ceccuu nonb3oBartens (LogoutRequest).
3ampoc 3aBepmieHus akTuBHON ceccun (LogoutRequestyipencrariser coboit XML-

JIOKYMEHT CO CIIEAYIOIIEN CTPYKTYPOM:

saml2:Issuer

saml2:LogoutRequest saml2:NamelD

.| saml2:Sessionindex

3aBepineHHe aKTHBHON CECCHHU II0JB30BATEISI MOXKET OBITh HHHIIMHPOBAHO KaK CO
CTOPOHBI TIOCTABIIUKA YCIIYT, TaK U CO CTOPOHBI IOCTABINKUKA HaeHTH(GHKanuu. B ciaydae, ecnm
3aBepIlCHHE CECCHM WHHUIIMHUPYET IMOCTaBIIMK yciyr, To LogoutRequestiomkeH coxepkaTh
o0s13aTeNnbHbIN 21eMenT Saml2:Sessionindex.

Dnement saml2:LogoutRequestveer creayrorime aTpuOyTHI:

Destination — comepxur URL o6pabotunka LogoutRequest.B ciyyae ecnu
3aBEPIICHUE CECCHM WHHUIMUPOBAHO IMOCTAaBIMUKOM YCIyr, To coaepxut URL
MOCTaBIIMKA WACHTU(HUKAIMK, ¥ HAOOOPOT, €CIM HWHHUIMHUPOBAH ITOCTABIIMKOM
uneHTudukamun —to URL SP.

— ID — collepKUT yHUKAJIbHBIA UACHTH(PUKATOP COOOIICHNUSI.

— Issuelnstant #aTa popmupoBaHUsS COOOIIECHUS.

— Reason —pucyTcTByeT B Cily4ae WHHUIMATH3AINH 3aBEPIICHUS CECCHHA CO CTOPOHBI

MOCTaBIIAKA YCITYT.

Dnement Saml2:lssuers kadectBe 3HadeHus cojepxuT uiacHTU(uKatop (entity id)
WHUIMATOpa 3aBEpLIeHHUs CeCCMM — JMOO TMOCTaBIIMKAa YCIyr, JH0O MOCTaBIIMKa
HICHTH(UKAIAH.

Dnement saml2:NamelDs kadecTBe 3HAUYEHUS! COACPIKAT YHUKAIBHBIN HACHTH()UKATOP
MPUCBOEHHBIH OCTABIIMKOM HCHTH(HKaIu cooTBeTcTBYIomeMy AuthnRequest.

OnemenT Saml2:SessionindexonepXuT yHHKaJIbHBIH WASHTH(UKATOP TOJIB30BATEIS,
CO3JIaHHBIN TP Ay TEHTUPUKAIIH.

[Ipumeps! 3ampoca 3aBepIeHHsI CECCHU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmIns:saml2p="urn:oasis:nam8&ML:2.0:protocol"
Destination="https://demol-esia.gosuslugdpiprofile/SAML2/Redirect/SLO"
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ID="_f51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:46:01.984Z"
Reason="urn:oasis:names:tc:SAML:2.0:logazerl
Version="2.0"
xmins:saml2="urn:oasis:names:tc:SAML:2.0eaissn">
<saml2:Issuer>sia_test</saml2:Issuer>
<saml2:NamelD Format="urn:oasis:names:tc:SAML12abneid-format:transient">
_4b58555ef34dallfae0aa08e8987dbb3
</saml2:NamelD>
<saml2p:Sessionindex>
86e46a8d455acd02f5a9ef4072f7b66c46b4422bfc38685808d3f032¢43
</saml2p:Sessionindex>
</saml2p:LogoutRequest>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmIns:saml2p="urn:oasis:nam8&ML:2.0:protocol"
Destination="https://atc-504:7002/ciosamit§aogoutServiceHTTPRedirect"
ID="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:51:41.711Z2"
Version="2.0">
<saml2:Issuer xmIns:saml2="urn:oasis:names:tc:SAMIL:assertion">
https://demol-esia.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2:NamelD xmIns:saml2="urn:oasis:names:tc:SAML:assertion" Format="urn:oasis:names:tc:SAMLrZatneid-
format:transient">
_4b58555ef34dallfae0aa08e8987dbb3
</saml2:NamelD>
</saml2p:LogoutRequest>

OTBeT Ha 3anpoc 3aBepLeHnA aKTUBHOU ceccum (LogoutResponse).
OTBeT Ha 3ampoc 3aBepleHus akTuBHOM ceccuu (LOogoutResponsa)pesacrasiser coboit

XML- 1oKyMEHT cO ceIyroIed CTpYKTYpO:

saml2:Issuer

saml2:LogoutResponse

saml2:Status

Dnement saml2:LogoutResponseieeT cieayromue arpuOyThI:

Destination — comepxxur URL o6pabotunka LogoutResponseB ciydae eciwm
3aBeplIeHHe CEeCCHU HMHHUIIMMPOBAHO IOCTABIMUKOM Yyciyr, To coxaepxutr URL
MOCTABIIMKA WJCHTU(PUKAIMK, W HA0OOPOT, €CIM WHHUIMHPOBAH IOCTABIIUKOM
uneHTudukanuu —to URL mocraBmuka yciyr.

— |ID — conep>XuT YyHUKAIBHBIN HIEHTU(PUKATOP COOOIIEHUS.

— InResponseTo eonepxut nnentuduxkatop LogoutRequest.

— Issuelnstant #aTa popmupoBaHUsS COOOIIECHUS.

DneMeHT Saml2:ISSUErB 3aBUCUMOCTH OT WHHIIMATOPA 3aBEPIICHUS CECCUH, B Ka4eCTBE
3HAYCHUs COJCpXHUT uaeHTH(uKatop (entity id) mHuMIIMaTOpa 3aBepiIeHHs] CeCCHU — JIMOO

MTOCTaBIUKA YCIIYT, JINOO TIOCTABIINKA UACHTH(UKAITIH.

12




Dnement Saml2p:Statusameer BiokeHHBIH drmeMeHT Saml2p:StatusCodegmeromuit
arpubyTt Value,B kauecTBe 3HAUCHHUSI KOTOPOTO MEPEIACTCSI CTATYC ONEpPAIHH.

IIprmepsl OTBETA Ha 3alIpOC 3aBEPLICHUSI CECCUU!

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmins:saml2p="urn:oasis:sam8AML:2.0:protocol"
Destination="https://atc-504:7002/ciosaanf¥/LogoutServiceHT TPRedirectRespong
ID="_a0b3a5b88cfah96d509ee7b9d497f693"
InResponseTo="_f51e2082-f899-476d-b88b-88cB4969"
Issuelnstant="2012-03-01T13:45:41.041Z"
Version="2.0">
<saml2:Issuer xmIns:saml2="urn:oasis:names:tc:S/AMl:assertion"
Format="urn:oasis:names:tc:SAML:2.0:nameid¥fat:entity">
https://demol-esia.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAMLstatus:Success"/>
</saml|2p:Status>
</saml2p:LogoutResponse>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmins:saml2p="urn:oasis:sam8AML:2.0:protocol"
Destination="https://demol-esia.gosuslugdp/profile/SAML2/POST/SLO"
ID="_472d992a-1e50-40ef-8207-fb556eee4893"
InResponseTo="_5741a3cde023a8a669dd72042886
Issuelnstant="2012-03-01T13:52:08.177Z"
Version="2.0">
<saml2:Issuer xmIns:saml2="urn:oasis:names:tc:SAMlL:assertion">
sia_test
</saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAMLstatus:Success"/>
</saml2p:Status>

</saml2p:LogoutResponse>

.4 OnucaHMe MeTagaHHbIX NOCTaBLYUKA yCcnyr

MeTtananHble TIOCTaBIIUKA YCIYT OMPEAENSIOT cmoco0 OomucaHus KOH(UTYpaIrMOHHBIX
nanabix (Hampumep, URL KoHEYHBIX ToueK BeO-Ciyk0, kmroum st mpoBepku DII). s
omucanus MetagaHHbX MC moctaBmuka yciryr ucmolibdyetrcs si3blk XML, Crtpykrypa daiina

METaJaHHBIX ncC IMoCTaBIIWKaA yCIYT IIPUBCJICHA HA PUCYHKC.
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METALAHHBIE MOCTABLLMKA YCIYT

YHUKaneHbIf naeHTUKUKaTOp CEPBMUG NpoBaidepa

|

http:iisystem. gov.ru |

Ceptudphukar(is) X509 e chopmate DER u koaupoeke BASEGS

00:b4:31:98:0a;c4-be:82:c1:88;aa;dc:b0;c8:bb:
33:35:19:d5:0c:64:b9:3d:41:b2:86:8c:13:31:e1

URL obpabot4ika cobbiTUH MHWLWaLWMK 3aBeplieHns ceccm B MC

|

hittps-//ate-504:7002/viosamiisaml/SAMLAssertionConsumer

|

URL oBpabotynka cobbliTua 0b yecneluHom sagepluermn ceccun 8 ECUA

[

hitps:/fatc-504:7002/ciosaml'sami/LogoutServiceHT TPRedirectResponse |

URL obpaboTunka OTBETOB NOCTABLUWMKA WABHTUUKALMK

hitps:#atc-504:7002/oiosamiisaml/SAMLAssertionConsumer |

CeccrnoHblil MAeHTUWKATOP 3anpaca Cepeuc NpoBaiaepa

|

9fed2aB2-f451-0238-0ch8-e39bed 760407 l

MaoeHTudukaTop ceccn NocTaBLlmka waeHTUdMKkaLm

Tfu51a24-e387-4853-0cb8-e39bc 147045 ]

Bosepauwaemesie aTpubyThl nonsaosarens

Liserkd praType

LiserMama brgMame

ButhnMethod prgOGRN

HeviceType prolhh

plobalRole prgPosition

Jasthame BystemAuthority

firstName DrganizationMames

middieMamea [DrganizationDisplayhame

personltiN DrganizationURL

personSNILS Company

personOGRN EmailAddress

personEMail

N ogaep¥nBeaemMele ponK W TUNeI opradvaaudn 7}

SupportedGlobalRoles

P - Dicayeckos 1HI0

. - [OmaH0CTHOS TN OpTAHRIAINA

| = Umeparon ARGOPMATTHORADNT CHETEMI

YpoBeHb AOCTOBEPHOCTH WaEHTMdMKaTopa

SupportedConfidencel evels |

ITepeuenn

aTpuOyTOB

moJsib30BaTenst  (OpraHu3aiidu), COAEPIKAIMXCS

MCTaaHHBIX IMOCTAaBIIHUKaA YCIIYT, IPUBCICH B Ta6J'II/II_[e.

B

¢aiine

Ne

ATpuoyT

OnucaHue

1.

authnMethod

MeTto/1 ayTeHTH(UKAIIHAH.
[TpuHMMaeT citeyroIe BO3MOKHbIC 3HAUCHHUS:

PWD — ayreHTH(UKaIMK 10 JOTUHY U TapoJIio;
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ATpuoyT

OnucaHue

DS — ayrentudukaruu mno DI1.

deviceType

Tun vHocutens CKII, ucrmob3yeMoro mpu ayTeHTHDUKAIAN
o OI1.
JlanHbIit aTpuOyT ycTaHABIUBASTCS TOJIBKO JIJIS Cllydas,

korna arpudyt AuthMethodpasen DS.

personType

Kareropwus nmonb3oBaTens.
[IpuHIMaeT ciemyromnme BO3MOXKHBIC 3HAYCHHUS:
R — rpaxnanun P® (Russian);

F — unoctpannslii rpaxaanun (Foreigner).

globalRole

Posnb monme3oBarers.

[TpuHMMaET ClleAyoIie BO3MOKHbIE 3HAUCHHUS:

P — ¢usuueckoe nuro (Physical person);

E — nomxHocTHOE nuio opranusaiuu (Employee);

U — onepartop uapopmarmonHoii cucremsr (User).

orgType

Tun opranuzaruu.

[TpuHMMaeT criepyrornye BO3MOKHbIC 3HAUCHHUS:

B — unamBuayanbHbIM peanpuauMarets (Businessman);
L — ropuauueckoe auio (Legal entity);

A — opran ucnojHUTEIbHON Biactu (Agency).

JlanHbIii aTprOyT ycTaHABIMBAETCS TOJIBKO JUIS Cllyda,

korja arpubyT globalRole = E.

userName

JloruH monp30BaTeNs.

orgName

HammenoBanue opranu3anuy mojab30BaTes.
JlanHblit aTprOyT ycTaHABIMBAETCS TOJIBKO JUIS Cllydas,

korja arpubyT globalRole = E.

orgOGRN

OI'PH opranmn3zanuu nojab30BaTes.
JlanHbIil aTprOyT ycTaHABIUBAETCS TOJIBKO JUIS Cllyda,

koraa arpubyT globalRole = E.

orgINN

NHH opranu3zamnuy moias30BaTesl.
JlanHbrit aTpuOyT ycTaHaBIMBAETCs TOJIBKO JUIS ClIydas,

korna arpudyt globalRole = E.

10.

personOGRN

OI'PHUII nmoap3oBarens.

JlanHbI1it aTpuOyT ycTaHABIUBAETCS TOJIBKO JIJIS ClTydas,
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Ne | ATpmGyT OnucaHue
Korjga arpudyt orgType = B.

11. | personIiNN WNHH nons3oBareis.
JlaHHBI aTpUOYT YCTaHABIMBACTCS TOJBKO JUIS CITydas,
Korga atpu0yt personType = R.

12. | personSNILS CHMIJIC nonb3oBarens.
JlaHHBI aTpUOYT YCTaHABIMBACTCS TOJIBKO JUIS CITydas,
Korga arpu0yt personType = R.

13. | personEMail AJipec 3JIeKTpOHHOM MOYTHI OJIb30BaTEIs.

14. | userld UwrcnoBoil uAeHTH(GHUKATOP YICTHOHN 3aITUCH 1TOJIH30BATEIIS
B cucteme ECHA.

15. | authToken Wnentudukatop ceccun nonpzonareis B cucteme ECUA.

16. | lastName damMuIHs OTE30BATEIIS.

17. | firstName Wwms mob30BaTerns.

18. | middleName OT4ecTBO MOJIB30BATES.

19. | systemAuthority [TorHOMOYMS MONBE30BaTens B oTHomenuu MC,
MPOXOJIATICH HICHTH(PUKAIIIIO U ayTEHTUPUKAIIHIO B
ECHUA

20. | orgPosition JIOJDKHOCTB TI0JIB30BATEIISI B OPraHU3aI[|H.

21. | SupportedConfidencelLevelsYpoBeHb 10CTOBEpHOCTH HACHTU()UKAIIAH ITOJIH30BATENS

(mostcuenus mpuBeeHsI B pasene [puioxenue B).

5 LWabnoH channa metagaHHbIX

<?xml version="1.0" encoding="UTF-8"?>
<I--TODO

HeoOXOmMMO yKas3aTh yHMKaJbHENL ( B paMkax [NOCTaBLMKa MOeHTupurauym) entitylD
PeKOMeHOyeTCs, uTOOH 3HaueHue aTpubyra entitylD

Hanpumep, http://moscow.rt.ru

==

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:S AML:2.0:metadata”

xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion"
entitylD="http://moscow.rt.ru">
<md:SPSSODescriptor AuthnRequestsSigned="true"

xmins:esia="urn:esia:shibboleth:2.0:mdext"

WantAssertionsSigned="true"

protocolSupportEnumeration="urn:oasis:names:tc:SAML :2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeylInfo xmIns:ds="http://www.w3.0rg /2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>

<I--TODO

Cooa HeOoBXOOMMO BCTABUTL cepTudurar kioua noxmucu ( CKII) X509

npoBaninepa dopmara DER B xomuposke Base64

=

</ds:X509Certificate>

</ds:X509Data>
</ds:KeylInfo>
</md:KeyDescriptor>

<md:KeyDescriptor use="encryption">

cepBUC MpoBaliepa
COOTBETCTBOBAJIO NOMEHY MHOOPMALVIOHHOW CUCTEMEL

cepBuc
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<ds:Keylnfo xmlIns:ds="http://www.w3.0rg /2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<l--TODO
Copma Heobxommmo BcTaBuTh CKII X509 cepsuc nporaiimepa ¢opmarta DER B
komuposke Base64
->
</ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</md:KeyDescriptor>

<I--TODO
HeoBxXOOMMO 3anoJiHUThL aTpubyTe BEBOBa oBpabBoTumka cepBuc nposaiizepa ( Tar
SingleLogoutService), oTBeuaLero 3a o6paboTky coBHTHM 3asepueHus ceccu (logout):
- Location - endpoint oBpaboTuMka COBHTUII CEepBUC NpOBalimepa, OTBEUaKnmero 3a

0bpaboTKy COOOWEeHMUM OT NOCTaBUMKa MIAOeHTMOMKALMM O TOM, UTO [IOJb30BATEJ]b MHMLUMMPOBAJl COOHTHE
3aBepleHrsa CeCCUM MOJIb30BaTesA

- ResponseLocation - endpoint URL ofpaboTurKka COOHTHUII CEPBUC NpPOBaMIepa, OTBEUAnWLETO
3a obpaboTky CoofOmeHMy OT [OCTaBIMKa MAOeHTUOUKALMM OO yCIEMNHOM BHIIOJHEHUM Olepaluyr 3aBepleHNS
ceccum MOJIb30OBaTEJA

-—>
<md:SingleLogoutService Binding="urn:oasis: names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="endpoint URL" ResponseLocation="endpoint URL"/>
<I--TODO

HeoOxommMo 3anojHuTs atpubyt Location Tsra AssertionConsumerService, OIpenes o
endpoint o6paBoTurka COOHTWII CEpPBUC MNPOBANIepa, OTBEUAKNIETro 3a OOpaboTKy OTBETA OT MNOCTABIMKA
unenTudrraumm Ha AuthnRequest 3ampoc CepBUC HOpOoBaMmepa.

-->
<md:AssertionConsumerService Binding="urn:o asis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="endpoint URL" index="0" isDefault="true"/ >

</md:SPSSODescriptor>
<md:AttributeAuthorityDescriptor

protocolSupportEnumeration="urn:oasis:names:tc:SAML :1.1:protocol
urn:oasis:names:tc:SAML:2.0:protocol">
<saml:Attribute NameFormat="urn:mace:shibbo leth:1.0:nameldentifier"
Name="transientld"><!-- CecCHOHBNI MIOeHTUOMKATOP 3amnpoca CepBuC npoeanmepa--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="authToken" Name="urn:mace:dir:attribu te:authToken"><!-- DeHTUOUKATOP Ceccun
nocrasuMka mueHTubnkrauuu--></saml:Attribute>
<l--TODO

Hajiee cJyenyeT CIOMCOK IOONOJIHMTEJIBHHX aTpuOyTOB MNOJL30BAaTEJId, KOTOPHE MOIYT OHTb
BKJIOYEHH B OTBET [OCTaBuuka umeHTudurauym Ha AuthnRequest 3amnpoc CepBMUC OpoBaimepa.
HeoOxoOMMO OCTAaBUTL TOJIBKO Te aTpuOyTH, KOTOPHE HeoOxomumel JC

-->

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="userld" Name="urn:mace:dir:attribute: userld"><!-- YHMKAJbHE MOEHTUQMUKATOP
oJIb30BATEJA B paMKax [OCTaBWMKAa uAeHTudukraumm--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="userName" Name="urn:esia:userName"><! -- JloruH nosb30oBaTeng--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML.:2.0:attrname-format:basic”
friendlyName="authnMethod" Name="urn:esia:authnMeth od"><!-- Meronm ayTeHTHMOUKALUM C [1OMOUBI
KOTOPOTO MNOJb30BAaTEeJNb Npomell ayTeHTubukaumo--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="deviceType" Name="urn:esia:deviceType "><l--  Tun Hocmress CKIl, MCHOJb3YEMOTO NOPU
aBTopusauuu no 3l--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="personType" Name="urn:esia:personType "><I-- KaTeropmus mnosib30BaTENg--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic”
friendlyName="globalRole" Name="urn:esia:globalRole "><I--  Posib monm KOTOPOM ayTeHTUOUUMPOBAJICS
nose3oBaTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic”
friendlyName="lastName" Name="urn:mace:dir:attribut e:lastName"><!-- ®aMUIMA [IOJIb30BATENISA--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="firstName" Name="urn:mace:dir:attribu te:firstName"><!-- VM OJIb30BATENA--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML.:2.0:attrname-format:basic”
friendlyName="middleName" Name="urn:mace:dir:attrib ute:middleName"><!-- OTUEeCTBO MOJIb30BATENA--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML.:2.0:attrname-format:basic”
friendlyName="personINN" Name="urn:esia:personINN"> <l-- VHH nosb3oBatens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="personSNILS" Name="urn:esia:personSNI LS"><!-- CHWJIC nosmbsoBaTess--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic”
friendlyName="personOGRN" Name="urn:esia:personOGRN "><I--  OI'PHNII noJsib30BaTEsNa--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML.:2.0:attrname-format:basic”
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friendlyName="personEMail" Name="urn:esia:personEMa i"><l-- SJIEKTPOHHEN! afpec [I0JIb30BaTesId--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="orgType" Name="urn:esia:orgType"><!-- Tun opraHM3auuy [I0JIb30BaTeJIg--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="orgName" Name="urn:esia:orgName"><!-- VMg OpTaHM3auuM OJIb30BATENS--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic”
friendlyName="orgOGRN" Name="urn:esia:orgOGRN"><!-- OI'PH OpraHM3auun NOJIb30BATENIg--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic”
friendlyName="orgINN" Name="urn:esia:orgINN"><!-- VHH opraHmMsauuy [I0JIb30BaTEeJIg--
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic"
friendlyName="systemAuthority" Name="urn:esia:syste mAuthority"><!-- [IoJIHOMOUMS MOJIb30BATEJIS B
cucTeMe, KOTOpas 3ampauueaeT ayTeHTubuxaumo--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names :tc:SAML:2.0:attrname-format:basic”
friendlyName="orgPosition" Name="urn:esia:orgPositi on"><!-- JomxHOCTL MOJIL30BATEJNS B

opraunmsauun--></saml:Attribute>
</md:AttributeAuthorityDescriptor>
<md:Organization>

<l--TODO
HeoOxoOMMO BaloOJIHUTL ONMCaHMe OpITaHM3aluM K KOTOPOM OTHOCUTCS MHTerpupyeMas c ECVA JC
- OrganizationName - VIMS OPaHMU3aLNN;
- OrganizationDisplayName - VMs OpTaHMB3aLuy, KOTOpas MOXET OTOOpaxkaTbCs NOJIb30BaTEJAM
Opy NPOBENEHMM NPOLEInyph ayTeHTUdMKaLuu,
- OrganizationURL - URL web- camT KOMIaHWUM.
-—>
<md:OrganizationName xml:lang="ru"> OAO « Pocresexom»</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="ru"> Pocresexom</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://ww w.rt.ru</md:OrganizationURL>
</md:Organization>
<l--TODO

HeoOxoOMMO BanoJIHUTL aTPpuUOYTH OpITaHM3alLuy, K KOTOPOM OTHOCUTCS MHTerpupyeMmas Cc ECHUA
nHbopMalLMOHHAasA CUCTeMa:

- Company - UMA OpTraHM3auuy, KOTOpasd OCYWECTBJAeT 3KcmjyaTauuo JUC,;
- EmailAddress - SJIEKTPOHHAA MOuUTa SKCIyaTaumn JUC
->
<md:ContactPerson contactType="technical">
<md:Company> OAO « Pocresexom»</md:Company>
<md:EmailAddress>support@rt.ru</md:EmailAdd ress>

</md:ContactPerson>

K lkkkkkkkkk__>

<l--EXTENSIONS-->
<!__*********__>
<md:Extensions>
<I--TODO
Iajiee cJienyeT CIOUCOK INIOOOEPXMBAEMEIX IIOCTABUMKOM YCJIYyT TJ100aJIb HEIX poneﬁ HOHbSOBaTEHEﬁ,
a Takxe [NoOnepXrBaeMble THUIIBL opraﬂmsaumﬁ( IJIA POJIM OOJIXKHOCTHOE JIMLO opraﬂmsaumm)
HeO@XOﬂMMO OCTaBUTb TOJIBKO Te POJIM M TUIE OpTaHM3aluuy, KOTOPHEE NOOOECPXMBAKNTCHA
NOCTABIMKOM YCJyT.

llpMMeuaHne. B cilyuyae HEKOPPEeKTHOM obpaborku Tara <md:Extensions> Ballelyl peanMsauuen
NOCTaBUMKa YCJyT, OaHHEN TSI MOXHO 3aKOMMEHTMPOBATh.
-->
<!--TODO

B ciyuae, eciu MC He NOnmepxuBaeT paboTy C posbio"” JOJKHOCTHOE JIMLO OpraHm3aumn’ aHHBM
T3 He oOs3aTejieH

B ciyuae, ecau JIC NOOOEpXMBAET TJIOOAJbHYK POJib " JIOJDKHOCTHOE JIMLO OpTraHM3aumn’”
HEOBXONMMO TaKXe yKa3aTb paBoTy C NOJKHOCTHEIMM JIMLAMM KAKMUX TUIOB opraHmsaumu JC NOONEepXUBAET

B ciyuae, eciu MIC NonmepxuBaeT IJiobajbHyio pojib " JOJKHOCTHOe Jmuo opraHmsaumn” ( sTOT

ciyyal BKJoYaeT OoTCyTcTBuUs TsaTa SupportedGlobalRoles), HOo TaT SupportedOrgTypes OTCYTCTBYET -
ECVA OynmeT cumMTaTb, 4TO JIC HNOoOOepXmMBAEeT BCEe TUIL OPTaHM3aLVN.

->

<l-- B csyuae orcyrcrBus Tara SupportedGlobalRoles, ECYA OyzmeT cumrarb, d4To JC

INIOOOEPXMBAET BCE Tyio0aJibHElE pOHM">
<esia:SupportedGlobalRoles>
<esia:GlobalRole ID="P"><!-- dUBMUECKOE JIMLO-->
<esia:SupportedPersonTypes>
<esia:PersonType ID="R">

<esia:SupportedAuthnMethods >
<esia:AuthnMethod ID="P WD"/>
<esia:AuthnMethod ID="D S">
<esia:SupportedDevi ceTypes>
<esia:DeviceTyp e ID="ETOKEN"/>
<esia:DeviceTyp e ID="RUTOKEN"/>
</esia:SupportedDev iceTypes>
</esia:AuthnMethod>
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</esia:SupportedAuthnMethod
</esia:PersonType>
<esia:PersonType ID="F">
<esia:SupportedAuthnMethods
<esia:AuthnMethod ID="P
</esia:SupportedAuthnMethod
</esia:PersonType>
</esia:SupportedPersonTypes>
</esia:GlobalRole>
<esia:GlobalRole ID="E"><!--
<esia:SupportedOrgTypes>
<esia:OrgType ID="B"/><!--
<esia:OrgType ID="L"><!--
<esia:SupportedAuthnMethods
<esia:AuthnMethod ID="P
<esia:AuthnMethod ID="D
<esia:SupportedDevi
<esia:DeviceTyp
<esia:DeviceTyp
</esia:SupportedDev
</esia:AuthnMethod>
</esia:SupportedAuthnMethod
</esia:OrgType>
<esia:OrgType ID="A"><!--
<esia:SupportedAuthnMethods
<esia:AuthnMethod ID="P
<esia:AuthnMethod ID="D
<esia:SupportedDevi
<esia:DeviceTyp
</esia:SupportedDev
</esia:AuthnMethod>
</esia:SupportedAuthnMethod
</esia:OrgType>
</esia:SupportedOrgTypes>
</esia:GlobalRole>
<esia:GlobalRole ID="U"><!--
<esia:SupportedAuthnMethods>
<esia:AuthnMethod ID="PWD"/>
<esia:AuthnMethod ID="DS">
<esia:SupportedDeviceTypes>
<esia:DeviceType ID="ET
</esia:SupportedDeviceTypes
</esia:AuthnMethod>
</esia:SupportedAuthnMethods>
</esia:GlobalRole>
</esia:SupportedGlobalRoles>
</md:Extensions>
</md:EntityDescriptor>

S>

WD"/>
s>

JOJIXHOCTHOE JMLO OpTraHu3auum-->

VHOVBUOYAJIbHEN NpennprHUMaTeslb-->

Opuonueckoe Jauuo-->
>
WD"/>
S">
ceTypes>
e ID="ETOKEN"/>
e ID="RUTOKEN"/>
iceTypes>

S>

OpraH MCIOJIHUTEJIbHOM BJIACTM-->
>
WD"/>
s>
ceTypes>
e ID="ETOKEN"/>
iceTypes>

s>

OnepaTop MHPOPMALMOHHOM CHUCTEMb-->

OKEN"/>
>

.6 MpumMmepbl Koga Ha A3bike Java no

ucnonb3oBaHuo OpenSAML

Mpumep Koaa nocraBLMKa ycnyr

public class Resource extends HttpServlet {

private static SamlConsumer consumer = new
public void doGet(HttpServletRequest request, Htt

{

SamlConsumer();
pServietResponse response)

requestMessage = consumer.buildRequestMessage( );

response.sendRedirect(requestMessage);

public void doPost(HttpServietRequest request, Ht

{

responseMessage = request.getParameter("SAMLRe

tpServletResponse response)

sponse").toString();

result = consumer.processResponseMessage(respo nseMessage);

}
}

Mpumep koaa co3paHmsa 3anpoca <AuthnRequest>

/I Coszpanue smemenrta <Issuer>

Il issuerUrl - sto url  cepsuc- nposaiizepa,

KOTOPHM TeHepupyeT coobumeHue <authnRequest>
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String issuerUrl = "http://localhost:8080/saml-demo /resource";

IssuerBuilder issuerBuilder = new IssuerBuilder();

Issuer issuer =

issuerBuilder.buildObject("urn:oasis:names:tc:SAML: 2.0:assertion","Issuer","samlp");
issuer.setValue(issuerUrl);

/I cosmanme sanpoca <AutnRequest>

DateTime issuelnstant = new DateTime();

AuthnRequestBuilder authRequestBuilder = new AuthnR equestBuilder();

AuthnRequest authRequest =

authRequestBuilder.buildObject("urn:oasis:names:tc: SAML:2.0:protocol”, "AuthnRequest",
"samlp");

authRequest.setForceAuthn(new Boolean(false));

authRequest.setlsPassive(new Boolean(false));

authRequest.setlssuelnstant(issuelnstant);

authRequest.setProtocolBinding("urn:oasis:names:tc: SAML:2.0:bindings:HTTP-POST");
authRequest.setAssertionConsumerServiceURL (issuerUr );

authRequest.setlssuer(issuer);

authRequest.setlD(aRandomld);

authRequest.setVersion(SAMLVersion.VERSION_20);

Coobmenne <AuthnRequest>MokeT coaepkaTh M APYrHe JJIEMEHTHI, TaKhe Kak
<NamelDPolicy>, <RequestedAuthnContextdtu sieMeHTHI co3daf0TCs W A00aBISIOTCS B
<AuthnRequestanamoruyabiM 00pazom.

CrenepupoBanHbIii 3anpoc  <AuthnRequestzomken ObiTh mpeobpaszoano (marshaled)
¢ wmcmonb3oBanueM “org.opensaml.xml.io.Marshaller’n ngomken OBITH 3aKOaUpOBaH B

koaupoBke Base64 URL ¢ ucnonp3oBanuem org.opensaml.xml.util.Base64.

CuuTtbiBaHMe oTBeTa <Response>
Jnst cunthiBanus oTBeTa <ReSponse>panpuMmep, U3 cepBieTa, OTBET U3BJIEKAETCS U3

cTpyktypsl “HttpServietRequest”:

responseMessage = request.getParameter("SAMLRespons e").toString(); |

N3BneuenHoe cooOrenue “responseMessageiecooxoaumo npeodbpaszoarsk (Unmarshal)

U U3BJIeYb coodienne <Response>:

DocumentBuilderFactory documentBuilderFactory = Doc umentBuilderFactory.newlnstance();
documentBuilderFactory.setNamespaceAware(true);

DocumentBuilder docBuilder = documentBuilderFactory .newDocumentBuilder();

Document document = docBuilder.parse(new ByteArray! nputStream(authReqgStr.trim().getBytes()));
Element element = document.getDocumentElement();

UnmarshallerFactory unmarshallerFactory = Configura tion.getUnmarshallerFactory();
Unmarshaller unmarshaller = unmarshallerFactory.get Unmarshaller(element);

Response response = (Response) unmarshaller.unmarsh all(element);

Hanee c¢ usBneuennsiM SAML 2.0 Response mesSag@®>XHO BBIMOIHITH OMEpaIuu.

Hanpumep, m3ieuem Subject's Name Id cepruduxar:

String subject = response.getAssertions().get(0).ge tSubject().getNamelD().getValue();
String certificate =
response.getSignature().getkeylnfo().getX509Datas() .get(0).getX509Certificates().get(0).getValue(

.7 NMpumep AuthnResponse

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion xmIns:saml2="urn:oasis:names:tc:SA ML:2.0:assertion"
ID="_f634aledd5a52c852641c0943475edd7" Issuelnstant ="2012-03-01T06:30:00.307Z" Version="2.0"
xmins:xs="http://www.w3.0rg/2001/XMLSchema">

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0: nameid-format:entity">https://demo1-
esia.gosuslugi.ru/idp/shibboleth</saml2:Issuer>

<ds:Signature xmlIns:ds="http://www.w3.0rg/2000/09/ xmldsig#">

<ds:SignedInfo>
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<ds:CanonicalizationMethod Algorithm="http://www .w3.0rg/2001/10/xml-exc-

clant#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org /2000/09/xmldsig#rsa-
shal"/>
<ds:Reference URI="#_f634aledd5a52c852641c094347 5edd7">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#envelo ped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/200 1/10/xml-exc-
clan#">

<ec:InclusiveNamespaces
xmlins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/ >
<ds:DigestValue>6p7pdI3FulCoSG2kZbGOtW1GCag=</ds:D igestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:2.0 :nameid-
format:transient">_a8e8800fal74f41782184cbbd21ee05f </saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:name s:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="127.0.0. 1" InResponseTo="_34efa5b7-
47e6-41bb-b51b-fcb57b7a3f87" NotOnOrAfter="2012-03- 01T06:35:00.307Z2" Recipient="https://atc-
504:7002/oiosaml/saml/SAMLAssertionConsumer"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-03-01T06:30:00.3 07Z" NotOnOrAfter="2012-03-
01T06:35:00.3072">
<saml2:AudienceRestriction>
<saml2:Audience>sia_test</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement Authninstant="2012-03-01T06: 30:00.182z"
Sessionindex="211f42f443924066aec4d5bc8740bce17a93b a3358d9e7003333db957540116b">
<saml2:SubjectLocality Address="127.0.0.1"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAM L:2.0:ac:classes:PasswordProtectedTransp
ort</saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>

<saml2:Attribute FriendlyName="personSNILS" Name= "urn:esia:personSNILS"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">028-718-303 62</saml2:Attribut eValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userld" Name="urn: mace:dir:attribute:userld"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"

xsi:type="xs:string">2006101</saml2:AttributeValue>
</saml2:Attribute>

<saml2:Attribute FriendlyName="snils" Name="urn:m ace:dir:attribute:snils"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">028-718-303 62</saml2:Attribut eValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authnMethod" Name= "urn:esia:authnMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"

xsi:type="xs:string">PWD</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute FriendlyName="principalStatus"
Name="urn:mace:dir:attribute:principalStatus" NameF ormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">

<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"

xsi:type="xs:string">A</saml|2:AttributeValue>

</saml2:Attribute>
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<saml2:Attribute FriendlyName="globalRole" Name=" urn:esia:globalRole"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>

<saml2:Attribute FriendlyName="personEMail" Name= "urn:esia:personEMail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmlins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">sdf@ddd.ru</saml2:AttributeVal ue>

</saml2:Attribute>
<saml2:Attribute FriendlyName="authMethod"
Name="urn:mace:dir:attribute:authMethod" NameFormat ="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">SNILS</saml2:AttributeValue>
</saml2:Attribute>

<saml2:Attribute FriendlyName="personType" Name=" urn:esia:personType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"

xsi:type="xs:string">R</saml|2:AttributeValue>
</saml2:Attribute>

<saml2:Attribute FriendlyName="authToken" Name="u rn:mace:dir:attribute:authToken"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">b0db6fd1-d674-47bb-8f22-9f8291 e59255</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userName" Name="ur n:esia:userName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmlins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:Attribut eValue>

</saml2:Attribute>
<saml2:Attribute FriendlyName="middleName"

Name="urn:mace:dir:attribute:middleName" NameFormat ="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string"> Basnepsersuu</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="attachedToOrg" Nam e="urn:esia:attachedToOrg"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"

xsi:type="xs:string">1</saml2:AttributeVValue>
</saml2:Attribute>

<saml2:Attribute FriendlyName="firstName" Name="u rn:mace:dir:attribute:firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string"> IvnTpuii</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="lastName" Name="ur n:mace:dir:attribute:lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmlins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string"> Bopuos</saml2:AttributeValue>

</saml2:Attribute>
<saml2:Attribute FriendlyName="portalVersion"
Name="urn:mace:dir:attribute:portalVersion" NameFor mat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml|2:AttributeValue>
</saml2:Attribute>

<saml2:Attribute FriendlyName="userType" Name="ur n:mace:dir:attribute:userType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-fo rmat:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0 rg/2001/XMLSchema-instance"

xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
</saml|2:AttributeStatement>
</saml2:Assertion>
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